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CEKUIA 1.

Memoodu ma 3acobu 3agadocmiliko20 KOOy8aHHSs

O nekagHoCT1 (D100OHAYIEBUX YUCET

Onnexciit bopucenxko, Cepriit MajabueHKOB
Kadenpa eneKTpOCHEPTeTUKH,
CyMChKHi JiepKaBHUHN YHIBEpCUTET
Cymu, Ykpaina
malchenkovs@gmail.com

About Decades Fibonachi Numbers

Oleksii Borisenko, Serhii Malchenkov
Department of Electronic and Computer Technology
Sumy State University
Sumy, Ukraine,

malchenkovs@gmail.com

Anomauyis — Y nasiii po60oTi NponoHylOTHCSI OMH i3
cnoco0iB  migABWINEHHA  IIBUAKOAIL  cuUcTeMH  NIpH
30epiraHHi Hajde:xkHOI HaaliiHOCTI cHCTeMM IISAXOM
BHKOPHCTAHHSI (PiOOHAYYi€BOro-IeCATKOBUX MOJYJbHHX
JiYnIbHUKIB. Po3kpuBaerbes aekaanicte @iGoHauuieBux
YyHceJ, iX 3BeJeHHSl [0 3pPYYHOr0 BHKOPHCTAHHS Yy
ABiiikoBiii Jorini, Ta 00’€IHAHHS Y MOAYJbHY CTPYKTYpY,
110 nigBHIIye TEeXHOJIOTIYHICTD, 3aBaJlOCTIHKICTD,
IIBUAKOIIO yci€l cucTeMH, Ta NPU3BOAUTH 10 3MEHIIEHHS
amapatypHux 3aTpaT |y MNOJAJbIIOMY 3pPOIIyBaHHi
PO3psAAHOCTI.

Abstract — In this paper, propose one of the ways to
improve the performance system while maintaining the
system's due reliability is by using Fibonacci-decade
counters. The decade of the Fibonacci numbers, their
reduction to convenient using in binary logic, and merging
into a modular structure that increases the technological
capacity, noise immunity, and the speed of the whole
system, is revealed, and leads to a decrease in hardware in
the further incorporation of the bit.

Knwuoei cnosa — weuokoodia, 3asadocmiiikicme,
MOOybHa  cucmema, pidbonauyi-oexkaonuil  AYUTLHUK,
yucna Divonauui

Keywords — performance, noise immunity, modular
system, Fibonacci decade counter, Fibonacci numbers

L Bctvn

ITounnaroun 3 60-70XX pOKIB MHUHYJIOTO CTOJITTS
Oyna moCTaBlieHa 3aqada ITOOYAOBU IOBHOI[IHHOTO
KOMIT IOTEPHOTO TMPHUCTPOIO0 Ha OCHOBI (hiOOHAYTiEBHX
KomiB — koM 'roTep Pibonayui. Haxans, nana 3agada
He Oyna BHpimeHa i Ha Aedkuid Jac 1 npobiema Oyna
BimkmazeHa. AJyie cydacHi TEHACHINI, MO0 PO3BHTKY

iH(pOopMaIiHHIX TEXHOJIOTIH, MIPU3BOASITD bi (o)
[TOCTAHOBKHM  3aJad BIIOCKOHAJICHHSI  TPOILECIB
TPaHCIIOPTYBAHHS, 00poOKM 1 BimoOpakeHHS

iH(popMarii y HaiO1IbpII KOPOTKUIT Yac 3 MaKCHUMAaIbHO

MOXJIMBOIO HafmiiHicTIO. Tak K JBIMKOBI KOIH
3alIOJIOHWIM Y€1 CHCTEMHM 1 aiNrOpuTMH poOOTH
ICHyIOUMX NPHUCTPOIB Ta cuCTeM, mouynHatoun 3 K.
Illennona Tta [lx. ¢on Heiimana [6], ne poOuTh
HEJIOUUIBHIM BUPIIIEHHS [OCTABICHUX 33/1a4 dYepes
MPUHIUIIOBO IHIIMK KOJ 3 OinbiimM ayndaBiToM, Xoua
Taki HaMipH 1 € (HampukiIad, TpoiuHi koan). Haromicts
TOMY BHCTYIAIOTh 3aBaJOCTIKI KOIH, SKIi HE
moTpeOyrOTh HAAMIPHOCTI, B IPOTHUBAry ABiiikoBuM. [0
HUX BIJHOCATBCS OiHOMiasbHi, (QakropuaibHi i
¢iboHauwieBi kKomu. biHOoMianbHi i (hakTopianbHi KOAH
MaroTh CBOI NepeBary, aje Bce X AJIsl OUIBIIOCTI 3aaad
HE JOTATYIOTH 32 HEOOXIIHIM ITOKa3HUKOM IIBUIKOII,
i TOXOAATh JJIsl BUPINICHHS 3ajad OUTBII BY3bKOT
HanpasieHocTi. [1,2] ®iboHauwieBi Koau € HaOLIBIT
LIBUAKOAIIOYMMH JUISl 3aCTOCYBAaHHS Y JHYMIBHHX
MIPUCTPOSX 3 ICHYIOUHX 3aBaIOCTIHKHAX KOJIB.

ine maHMX Te3 BUKIACTU 1/1€I0 BHKOPUCTaHHS
®iboHayuieBUX YHCeN y podieMax 3aBaloCTIMKOCTI Ta
MIBUIKOIIT BUMIpIOBAJILHUX CHCTEM, TaK i €JIEKTPOHHHUX
CHCTEM B IIJIOMY

II. TEOPETMYHMI BA3UC PIBOHAYYIEBUX YHUCEJI

Yucmamu @DiboHayyl HA3WBAIOTH IOCIIIOBHICTD,
YIICHU SKO1, IIOYNHAIOYH 3 TPETHOTO, JOPIBHIOKOTH CyMi
JIBOX TOTIEpENHIX, TPH MEePIUX JIBOX HWIEHAX
MTOCTITOBHOCTI, IO TOPIBHIOIOTH OJTIHHIIL:

Fi=FyotFy., npu Fi=F,=1 (1

3apnsaku yuciam Di00HAYYI MOXKHA OTPUMATH KO
TS moOyIoBH  JIYWJIBHHKA 3 HEOOXITHUMH
mapaMeTpamH.

IlepeBaramu niunnpHUKIB DiOOHAYUI BHCTYMAE SK
MOXIIMBICTh ~ TO30aBUTHCS  BiI MEPEHOCIB  MiXk
po3psinamu, TaK i OIHOpimHA CTPYKTYpa,
TEXHOJIOTIYHICTE. 3 IBOrO BUILUIMBAE, IO IS 3a1a4
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BUMIPIOBAJIbHOT ~ TEXHIKM  OyAyBaTh  JIHYMJIBHUKH
e(eKkTUBHIIE 3 KOMiB, IO HAMAIOTh IMiJBUIICHY
MIBUAKO/II0 NpU HEOOXiTHOMY piBHI HamiHHOCTI. (TabI.
1).

Tabn. 1. — IocnigoBHICTh (iOOHAUIEBUX YHCEN IS
pany—1,2,3,5,8.
Ne dubonayuMeBi
qucna

[

ol Ll =] [ =] k=>] ken] o) fen] e fan) fo o]
O OO | |wn

olo|—|lolololo|—lololv
—lo|lo|l~|o|l~|o|lo|~|o

(=il i) ) fe) Lol o Ke=d k) L) PR
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Po3bepemo Ttabmumro 1: 0-9 — 1e gecaTkoBi
BinmoBiaHUKHN pidoHauuieBux yucen; F =1, 2, 3, 5, 8 —

Barm  pO3psiAiB,  TpeacTaBieHHI  (iboHAUUIEBOIO
MOCIIZIOBHICTIO, J1€ KOXXHWH  HACTYNMHUW  4YJIEH,
MOYMHAIOYM 3 TPEThOro, JIOPIBHIOE CyMi JBOX

norrepeHix. s 3pydHOCTI MOOYIOBH YHCEN MEpIry
OJIMHUIII0 TOCIIIIOBHOCTI HE BHKOPUCTOBYEThCA. [Ipm
pPO3PSIIHOCTI  N=5  BUXOAWTH MakcuManbHO 13
no3BoJieHHX KoMOiHamiid. 11106 orpumaTu nexagHui
JYWIBHUK TOTPIOHO JHINE BHKOPHUCTOBYBATH AECATH
nepmux komOiHamiii. Cami x ¢(iGouuieBi umcnma y
MiHIManbHIM (opMi TNpencTaBIeHHS MAalOTh IiKaBY
BJIACTHBICTH: BOHH HE MAfOTh MOPYY CTOSYUX OJMHHMIb.
Ile myxe 3py4HO, TaK SK MPH IX MOSBI JHYMIBHHK
3MOJKE BUSIBUTH ITOMUJIKY.

IMpu 3amauax, 30Kkpema, BuUMIpIOBaHHS (i3UYHUX
BEIMYMH IIOCTA€ TNHTaHHA Jiubm. JloBom dwacto y
BUMIPIOBANIbHIM TEXHilli BUKOPHCTOBYIOTHCS JEKaIHi
miunnpHukd.  Ile  3yMOBIEHO — MOTPIOHICTIO Y
TIePETBOPEHHI iH(QOpMAIll y BHIIIAN, 3PO3YMLUTHIA s
CIPUUHATTS omeparopa (Mroaunu). s 3pydHOoCTi 1
e(EeKTUBHOCTI ~TAKOTO IMPOLECY BHKOPUCTOBYIOTH
JeKagHi  JYMIBHUKHA,  TOOTO  JHYWIBHHKH 3
KoedimieaToM mepepaxyHky 10. Taki IiYHIBHUKHA €
3pyYHHUMH JUJIS  33]a4  [OAAJbIIOr0  OOpOOJICHHS,
TPaHCHOPTYBaHHS 1 BigoOpaxkeHHs iH(opmamii B
Hepiry 4epry TOMy, IO Halll CBIT 3BHK 10 JECSTKOBOL
cucteMH Jmiubm 1 yci mpucTpoi BimoOpaskeHHS
iHpopMmanii, 10 HampaBieHHI Ha BHBIA 3pO3yMiIOL
monuHi  iHQopMamii y  KIHIIEBOMY  BHIQJKY
NpPUB’SI3YIOTECS JO HUX. 3 IHIIOTO OOKy, JCKaIHUI
TYHIBHAK JIO3BOJISIE MIBUAKO HapoIIyBaTH
pO3psHICTh JIYWIBHUKA 6e3 pO3B’sI3Ky
MPOEKTYBAJIBHUX 3aad.

I11. MopynbHa cucrema MpEeACTaBICHHS
niyrnsHUKiB Pi00HAU1 y MiHIMaNBHIN (opMi

[Toynemo 3 mpukmany. Bisbmemo 3BnuaiiHmi 4-X
PO3pSITHUEN JBIMKOBUH JIYMIBHUK, TO OTpUMaemMo 16
JIO3BOJICHHX KOMOiHamii 1 komHOi 3a00pOHEHOI.
3aBagOCTIMKICTh TAaKOTO KOy CXOAUTH OO HyNs (TIpH
po3paxysky [1=1-n/M, me n — KiTbKICTh JO3BOJICHHX

KOJOBHX KOMOiHaiii, M — 3arajbHa KiIbKOCTI KOJOBHX
KoMmOiHamii). Jlinsg Toro, mo0 oOTpUMaTH ICKaIHUI
TYMIBHUK, 3 WX KOJOBHX KoMmOiHaliii Oepemo 10,
OCTaHH1 6 CTaHOBJISITHCS 3a00pOHEHNMHU.
3aBaIOCTIMKICTh TAKOTO KOJY 30LIBUIYETHCS 3 HYJS 10
37,5 %.

Bizbmemo siumiipHuK @DibOHau4i y MiHIMaJIBHIH
tdopmi mpencrasienHs [3]. Binm mae 13 mo3BoneHHX
KOIoBUX  KomOiHamii ta 19  3a0OpoHEHHX.
3aBamoCTiiiKicTh Takoro koxmy Bxke ckiamae 40,6 %.
Bizsmemo gekamy 10 komoBux KoMOiHamid, 22 —
OyxyTh 3a00poHEHI. 3aBaOCTIHKICTh 30LIBIIYEThCA Ha
28,15 % i cxiamae 68,75 %. Bepemo 10 yBaru Te, 10
JaHWH JTIYUIBHAK MOKE BUSIBIISITH HOMUIIKY TIPH TOSBi
JIBOX HOPYY CTOSYMX OJIMHHUIIb, TO 3aBaJOCTIHKICTD IIE
30iIpIIyeThCs. Taki JIYMIBHAKE MOKHA CTAaBUTH OJWH
3a OJHMM, 301JBLIYIOUN PO3PSAHICTE HE YCKIIAIHIIOUN
CXeMy, IO TIPU3BOIUTH 0 YHIBEPCATBHOCTI MPUCTPOIO.

Skmo roBoputH npo miyunabHUK Pibonaydi [3], To
CTa€ MUTaHHA WOTO ymockoHaneHHs. [1'stu po3psamHumit
mumibHUK DiOoHAUYl mpencTaBieHUH y MiHIMAaJbHIN
dhopmi mpu TpUHAAIATHA KOJAOBUX KOMOIHAIIH CTBOPIOE
JIOJIATKOBI  3a7a4yi mpu HOro BHUKOPHCTaHI Ta
MIEPETBOPEHi 3 BUMIPIOBAIFHUX MPHUCTPOSIX Y YHCTOMY
Burimani. Ll mpoOiema  po3B’sI3yeTbes — IUIIXOM
NPUBEJICHHS IAHOTO JIYMIbHUKA y JeKagHy (opmy.
Koedimient mnepeniky AaHOTO JIYMIBHUKA CKIIAJAE
JIecsiTh, 10 TapMOHIMHO CXOJHUTHCS 3 JIECSITKOBOIO
CHUCTEMOIO  JIi4OM, sSIKa  BHKOPHCTOBYETHCA
TOBCSIKAGHHI 1 € 3pY4HOIo, SIK JUIsl BifoOpa)kKeHHS
indopmamii, Tak i i TpaHcmopryBaHHsA. Tomy 110
Biomamae HeoOXimHICTh ii  mepeTBOpeHHs. [Ipu
BHUKOpHUCTaHi nekanu @iboHaqui kog idoHaydi 3pydHO
NepeTBOpIOBaTH Yy  IBIMKOBHH, Ta HaBIaKu, He
MEepPEeXOTYH 10 IECITKOBOTO EKBIBAJICHTY.

Hexama  ®iOoHau4i  miOBOOUTE A0  Teopii
(hiboHaUUiEBO-NECATKOBUX ~ YHUCEN,  SKi  MaloTh
BIacTUBOCTI (PiOOHAWIEBHX UHCEN TIPEACTABICHUX Y
MiHiManbHI#i Gpopmi [4].

vy Ta0II. 2 MIPUBEICHO CHiBBIHOIIIEHHSA
(hibOHAUYIEBO-NECATKOBUX 1  JIBIHKOBO-IECATKOBHX
YpCell.

Tabn. 2. — TIleperBopenHs (¢iboHauyieBo-

JCCATKOBHUX YHCCJI ,E[BifIKOBO-Z[CC?ITKOBi qucia

Ne 5 (4 |3 [2 |1 [4 |3 |2 |1

8 |5 [3 12 (1 |8 |14 [2 |1

N
9]
R
D
N
9]
N
8]
R
R
D
N
%)
N
]
8

C|X Q|| N[ | W=D
e Ll =2 E=] k=] k=] [=] k=] Ko Neul
(=) K=l Eo I Il K=l Fa) fa) Far) Ne)
(=) el el Kol el ol ol el Re) Ken)
o|lo|—|o|o|o|o—~|o|o
I k=2 £=] Il k=] Bl K= k=] Ll K=
-l lo|lo|lo|o|o|o|o|e
SO~ =lo |||
o=~~~
— D |~ | D= | D~ D~
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VY naniii Tabnuui 2 y nepioMy CTOBIILI TepetideHi
JIECATKOBI  eKBiBalleHTH  (hiOOHAYTi€BO-IECATKOBHM
grciaaM. 3 APYroro A0 IIOCTOTO CTOBIISA TNPHBEICHI
nopo3psaaHo (HidboHAUTIEBO-AECATKOBI YKCIa, A€ a5 — e
CTapIuil po3ps] KOIOBOTO YHCIAa i a; — MOJOIIIUI
po3psAn KOIOBOTO dHCIA. 3 CHOMOTO MO JIECATOrO
CTOBIII BKA3aHO JBIKOBO-IECSTKOBI E€KBIBaJCHTH
(hiboHaYTi-ECATKOBUX YHCEIL. 3 TaKOTO
CHIBBITHOIICHHS BUILTUBAE T, IO HEMA€E HEOOXiTHOCTI
nepexoxy Bin (ibonawdieBoi (OpMH TpeACTaBICHHS
Ypcla y JECATKOBHM, a TOTIM IEpPEeXOJUTH BiJ
JIECSITKOBOTO 110 ABIMKOBOTO, K IIe MOXXe OyTH mpu
BUKOPUCTaHHI 3aBaJIOCTIMKUX KOMIB y TIOBHOMY
BUIJISIII 200 KOMIB 3 HaaMIipHICTIO ( HampuKIa,
IUKITIIHI KOJIA).

3 1BOTr0 BUILTMBAE MOAYJIbHA CTPYKTypa (iboHaudi-
JIECSITKOBUX JIYMIBHUKIB. 31 301IBIIICHASIM KOC]IIi€HTY
MEepPeTiKy 30UTBIIYETECS 1 PO3PSIAHICTD JTIYHIBHUKA.
IMpu m’siTi po3psAaax MakcUMallbHa KiIBKICTh KOJOBHUX
komOinauiit 13, npu 6-tv — 21, npu 7-mu — 34 i 1.1
Sxmo x B3ATH (PiOOHAYTIEBO-ICCATKOBUMA JTIYMIBHUK,
[0 Ma€ JEeCAThH KOJOBHMX KOMOIHAIiH, TO SKIIO
MOCTABUTH [1BA TAKHX JIIYMIBHUKA MOCIIIOBHO, TO TOAI
oTpumaeMo koedimient mneperniky 100, tpu — 1000,
gotupu - 10000 i Ttax mami. lle mpusBomuTH IO
YHIBEpCAILHOCTI 1  TEXHOJIOTIYHOCTI  KiHI[EBOTO
NPUCTPOIO 1 CHpOINyE 3amady MPOSKTYBaHHS i
IO TAITBIIIOTO TPaHCIIOPTYBaHHS, 00poOKHU Ta
BimoOpaxxenHst  iHdopmauii.  Ilpu  3porryBaHHi
KoedilieHTa TepepaxyHKy CTae 3ajada 3BHYAHOTO
HAapOUIyBaHHS KUIBKOCTI MOAYJIB Yy JIYHIBHOMY
MPUCTPOI, a HE WOTO PO3PAAHICTh. BukopmcToByroun
(h100HAYYI-IECATKOBI JIYMIBHUKHA CHPOLIYETHCS STalH
TIEpEeTBOPEHHS 1 30epiraHHs MPOMDKHUX PE3yIbTaTiB.
SIKmo MOpIBHIOBATH OJMH MOJIYJb — JIYWIBHUK 3
JmigmibHAKOM Di0OHAYYi, TO IIBHIKOMIS TPUHIIATIOBO
HE 3MIHHUTBCS. A OCh SKIIO BUXOJUTH HAa MOJYJIBHICTb,
TO TpW 30UTBbIIEHI MOMYJIB TPHUCTPOIO IBUIKOIS
CHUCTEMHU, B MOPIBHSHHI 31 30UTBIICHHAM pO3psmiB [5],
Oyne nuIne 3pollyBaTHCh, K 1 3aBaJOCTIHKICTh YcCi€l
CUCTEMHU.

IV. BUCHOBKH.

3 po3BUTKOM iHQOPMAIMHAX CHCTEM TIOCTAJIO
NUTaHHS 30UIbIICHHS IIBUAKOCTI i1 TpaHCIIOPTYBaHHS,
00poOKK 1 BimOOpaXkeHHI TPH HAIEKHOMY piBHI i
JIOCTOBIPHOCTI Ta TIpH MiHIMaJbHUX amapaTypHHUX
3arpatax. Sk BapiaHT, pimIeHHS Takoi TI00aTbHOI
3a7a4l MpPOMOHYEThCS poOOTOIO (hibOHAUUI-TEKATHUX
JYAIIBHUKIB, o0y T0OBaHUX 3a MOAYJIbHUM
MPHUHIUIIOM. 3 OJJHOTO OOKY, BiH 3aJli€ yCi BIACTHBOCTI
¢iboHaywieBOi CHCTEeMH YHCJICHHsS, HE MOTpedye
3HAaXO/DKEHHS  JICCATKOBOTO  €KBIBAJICHTY  IIpH
MepeTBOPEHi KOy, i, 3 1HIIOTO, 3aBISKA MOIYJILHOMY
NPUHLOUIY 3 JIETKICTIO HapoILyeTHCS PO3PSAHICTD Oe3
PO3B’sI3yBaHHs CKJIQJIHUX MPOSKTYBAJIBHUX 3a71a4.
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Anomauia—B po6oTi poO3rIAHYTO 0cOOJIMBOCTI IBOX
Pi3HOBHIB OMHMYHOIO KOAY: OAMHHYHHI HOpMaJbHMIi
Ta OQMHMYHUI mo3uuiiiHuii koau. HaBeneHo pesyiabraTu
AOCJTIZKeHHsI OCHOBHHMX BJIACTHBOCTEH OJMHUYHUX KOIiB
32 NpUHOUMOAMHU  ajredpaiyHoi Teopii KoayBaHHS.
IIpoBeneHo nopiBHAVILHMIL aHaMi3 OAMHUYHMX KOIIB i
Kkoay XemMiHra. BusHaueHo Micue OAMHHYHMX KOIIB Y
kiaacudikauiiiniii cxemi Bimomux koxi. Ilokazano, o
OIUMHUYHI KOAN KJIACH(IKYIOTHCS IK OKpeMa rpyna KoaiB
3i cnenugiYHIMH BJIACTHBOCTSIMH.

Abstract—In the work the features of two varieties of
unit code are considered: single normal and unit position
codes. The results of the study of the basic properties of
unit codes based on the principles of the theory of coding
algebra are given. A comparative analysis of unit codes
and Hamming code are conducted. place of unit codes in
the classification scheme of known codes. Unit codes are
classified as a separate group of codes with specific
properties.

Knruosi cnoe—oounuune kooysanns; Knacugixayiina
cxema KoOysaHHs.

Keywords—unit coding; classification scheme of coding.
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I. Bcrtvnn
IMopssm i3 MmMHPOKO  BIIOMHMH  CIIOCOOAMU
MpeACTaBIeHHS YWCIOBOi  iHGopMarii, a came,
JBIKOBOIO, TpPIMKOBOK 1 JIECATKOBOI CHCTEMaMU

YUCJICHHS, y TPOIIECi KOMIT I0TePHOI 0OpOOKH YHCIOBOT
iHpopmanii 3HaWHIUIM 3acTOCYBaHHS 1 HETpaguLiiHI
METOAM  KOJyBaHHi, a came, KOJIyBaHHI B
3HAKOJIOTapU(MIUHIA CUCTEMI, Y CHCTEMI 3aJIMIIKOBHX
knacis [1].

Cepex  HeTpagMLIHHMX  METOMIB  KOJYBaHHS
3aiiMalOTh CBO€ MicCIle OAWHUYHI KOAH, IO OPi€EHTOBaHI
Ha peaji3alil0 3 BHKOPHUCTAHHSM OINTOEIEKTPOHHOI
eneMeHTHOI 0a3um [2-4]. OOxacTh 3aCTOCYBaHHS MHX
KOJIIIB OXOIUIIOE HE TUIbKM apu(METUYHY 1 JIOTiUHY
00poOKy 1 TpeAcTaBICHHS YUCIIOBOI iH(popMartii, ane i
acoliaTUBHY 00pOOKY, a TaK0X MOMNepeaHI0 00poOKy i
aHai3 300paxeHs [S].

II. OJIWHWYHI KOJIN TA iX XAPAKTEPUCTUKH

3a crenudikoo (HopMyBaHHS Barwm PO3PSIIB Bil
JBIKOBHX KOJIB BiJPi3HAIOTHCS ONWHHUYHI Komu [2, 3,
6]. Y 3aranbHOMY BHIIQAKY OJMHUYHAM HA3MBAETHCS
KOA, B SKOMY KOXHE JBIHKOBE CJOBO (BEKTOp)
BU3HAYAETHCS ~ MICIEM  PO3TAIlyBaHHS  IICBHOI'O
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MapKyBaJIBHOTO KOy, @ caMe MICIIeM pO3TallyBaHHS
oxauHMIHOTO Mapkepa (1) [3].

Bimomo, mo miast oOpoOKHM i TOJaHHS JECATKOBOI
iH(opMallii BUKOPUCTOBYIOTHCS JIBA BUIH OJUHUIHOTO
Koay [2]: OoAMHUYHMI HOpPMalbHUH Ta OJUHUYHUN

mo3uIidHui  koj. OOWHWYHUH KOJI MOXe OyTH
OIVMHWYHUM  HOPMaJIbHHM  OJHOKaHaJbHUM  abo
OJMHUYHUM O3 HHUM (baratoxaHaIbHUM),

MPU3HAYCHUM IS TIepeiadi OJMHUYHUMH IMITYJIbCaMU
10 MPOBITHUKAX JiHIT 3B’S3KY.
C(i=1,m)

MO3UIIHHOTO KOAY (OPMYETHCS 32 TAaKUM HPABUIOM

(7]

Koxne CJIOBO OJVHUYHOT'O

i —
Co=a),p,.j=ln
J=1
e ¢ — ONUHWYHUI Mapkep, & = 1; ¢, — Bara jro

po3pszty crosa xoxy, @, = 1.

Cnosa C,(i=1,m) omunnunoro HopManbLHOrO

Koy GOPMYIOThCSI 32 TAKUM IIpaBioM [7]:

n i n
_ _ 1 0
Co=a) ayp, = ayp,+ 2 a0,
=1 = j=itl

. L _1 .0 _ _
ne a; € {Ol},a; =La,; =0,0, =1.

BinnosinHo 1o npuBenennx Bupasis (1) Ta (2)
10
matpuus koxysauus D, » [3, 7] st oquEIYHOTO

MO3UIIHHOTO KOAY MaTUME Takuil BUrsy (3)

1000000000 |
0100000000
0010000000
0001000000
o 10000100000
DlOp =
0000010000
0000001000
0000000100
0000000010
0000000001 |

10
a MaTpulsd KOAYBAaHHA l)1 on g OJUHHUYHOI'O

HOPMAaJILHOTO KOJy MaTUMe Takui BUTIIsiA (4)

11

1000000000 |
0100000000
0110000000
0111000000
o | 0111100000
Dmn = @)
0111110000
0111111000
0111111100
0111111110

OLTTTI111T |

M

[omupeHHss OAMHUYHOTO CIOCO0y KOIYBaHHS Ha
TPEACTaBICHHS U T03BOJIMIO BHUPIIIMTH OJHY 3
BRXIUBUX MPOOJIEM —  JOCATTH  HE3AJICKHOCTI
MIpeNCTaBICHHS UIA HyJs Ta omuHUMi [2, 3]. AHami3
pe3ynpTaTiB  ONWHUYHUX KOMIIB JIa€  MOXKJIHMBICTBH
BU3HAYWTH TaKi IX OCHOBHI MEpPEeBaru:

e  30epexeHHs] BCIX OCHOBHHMX apU(PMETHYHHX i
JIOTIYHUX TepeBar TO3WIIIHHUX CHCTEM YHUCIICHHS
(mpocroTra TpaBWI BUKOHAHHS apUPMETHIHHX 1
JOTIYHMX  Omepariii, crmoco0y TOpiBHAHHSA  3a
(B9MMUMHOIO 03HAKHU TIEPETIOBHEHHS PO3PSIHOT CITKM).

e  MoxIHBICTh OKPYTIICHHS qucen i
NpEACTaBICHHA JApOOOBUX 1 BIA€EMHHX  YHCET,
ITepaIifiHiCTP YU OTHOPITHICTE IHU(POBHX CTPYKTYD,
IO peali3yioTh apu(MeTHKy B MOPIBHSIHHI 3 IHIIUMH
crocobamMy BBEJCHHs KoOJO0BOi HaamipHocti B EOM
(cucTema 3aJMIIKOBHX KJIACiB, KOHTPOJIb 32 MOJYJIEM i
T. 1) [2, 3, 6, 7].

° BincyTHicTh HEOOXiMHOCTI B EKOMyBaHHI
(memm¢pyBaHHi) 3HAYCHP OAMHWYHUX IO3UIHHAX
KOMIB [UIs  MPEICTABICHHS KEpyKd4oi W aapecHol
iHpopmarii [5, 6].

[Tpu npencrasienHi iHdopmauii 3 BHKOPUCTAHHS
OIMHUYHOTO KONYBaHHA BHHHUKA€ HEOOXiTHICTE Yy
3aCTOCYBaHHI 0araTo3HAYHUX CJIEMEHTIB, SIKI MOXKHA
pO3IIISIATH SIK €IEMEHTAPHI aBTOMATH 3 MaM STTIO i
0e3 mam’Ari, 10 TNpamolTh |y k-3HauHOMY

(@¥pykTypHOMY asdapiri.

Ilpy  KOHKpPETHHUX  NPHUHIMIAX  300pa)KCHHs
iHpopmamii Ta mpH 00IiKy ocobmmBoCcTeH (i3udHOT
peanizamii  0araTo3HaYHUX ~ EIEMEHTIB  MOXYTh
BUHUKATH JOAATKOBI MOXIIMBOCTI [UIS CIPOIIECHHS
OaraTo3Ha4YHUX KOMOIHALIHHUX cxeM [3, 6].

III. TIOPIBHSJIBHUI AHAIII3 OJUHUYHUX KOJIIB

VY pobotax [7, 8] 3pobiieHO aHami3 i KiacuQikario
JIBOX PI3HOBHUJIIB OJMHIUYHOTO KOIY.

[Ipn mopiBHANBEHOMY aHali3i 3 IHIIUMHU crioco0amu
JIBINKOBOTO KOJYyBaHHS OyJO0 BpaxoOBaHO TaKi KOJOBI
O3HAKH, SK JIHIHHICTb, IUKIIYHICTb, HAJIHIIKOBICTD,
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MOMIIbHICTb,  CHCTEMATHYHICTh,  €KBIBAJCHTHICTb,
PIBHOMIPHICTB Ta PiBHO3BAKEHICTb.
PosrnssHyTi  OAMHWYHI KOMU 332  HaBEICHUMH

0a30BUMHM O3HaKaMHU KIACUQIKAMIMHOI CXeMH MOXKHA
MOJIATH sIK y Tadui 1.

TABLE 1. TTOPIBHSUTbHUI AHAJTI3
OJUHNYHUX KOAIB
OIMHIYHUH OnuHUYHUH
XapakTepuCTHKH AV .
MO3ULIIHHUN KOX HOpPMAaJIbHUH KOJ
Bci no3uuii | Bei o3uIi
brnokosa noBxua n . o . o
iHopMauiitHi iHdopmaniiHi
w(C;) # const;
w(Ci) =1 w(C)=1
Bara w cnosa ! > ’
w(C;) = const w(Cy) =2, ..., w(C,)
=n
Konora nonapHa
o P d=2;d=const dmin=1
Bigcraus d
Kinpkicte m  ciiB _ _
m=n m=n
KOIy
IlepeBipouna BincyrHs. Kon | Bincyras. Kon
MaTpHLS HENHIHHAN HENHIHANR
KoutponesaaTHicTs BusiBisie omunouni | He BusiBiasie HaBiTh
(TeopernyHa) TOMHJIKH OJIMHOYHI TIOMUIIKH
BusiBisie i
KontponesnatHicTs Tineku  BUABIAE | BHUIPABIAE MOMHIKU
(32 Moxu(}iKOBAaHOIO | MOMHIKH (Big | 3a ymoBH, mO I€
HepeBipOYHOI0 OAMHOYHOI [0 U | BHIAJaHHSA
MAaTpUIIEIO) TIOMHMIIOK) BHYTpIIIHIX OJWHHIIb
y CIIOBax KOZy
HKITIiYHA
1 Bukonyerbcs He Bukonyetbcs
MepecTaHoOBKa
ExBificTaHTHICTH Icnye (d =2) He icaye (d=1)
Hannumkosicts Icnye Kyan= const Icnye Kyan # const
ToxineHicTh He icuye He icnye
CucreMaTH4HICTh He icuye He icnye

PiBHOMIpHICTB Icaye (n = 10) Icnye (n = 10)

PiBHO3BaXKEHICTH Icnye Icnye

IIpu LBOMY Oyio BUKOPUCTAHO TaKi
XapaKTepUCTHKH  KOMIB 3  anreOpaiunoi  Teopii
KOJlyBaHHS, SIK MATPHULA KOTyBaHHS, OJIOKOBA JIOBXKHHA,
NepeBipoYHa MAaTpHLs, CHHIPOM, KOJOBa MONapHa
BiJICTaHb, Bara clioBa, CyMi>KHUHN KJac i jigep [7,8], mo
JIO3BOJISIIOTE  HE TUIBKM  KiIacuQikyBaTH, ane U
BU3HAYUTHU noro

3aBa/IOCTINKICTh Ta
KOHTpoJe3naTHicTh [9, 10].

IIpoBenenuii aHami3 OJWHUYHHUX KOJIB TIOKa3aB
TAKOX, IIO BOHHU TIPEACTABIAIOTE COOOI0 HENiHIHHI
KOZM, aje /s HUX ICHYE MOJXJIMBICTh CKJIaJaHHS
BIIMOBITHUX MOAM(IKOBAaHUX IMEPEBIPOYHUX MATPHIb.
OTxe, HaJUIMIIKOBICTh PO3PsSAIB B 000X OJMHHYHUX
KOJax y TOpPIBHSHHI 3 ABIHKOBO-IECITKOBUM KOIOM
OPUBOAUTH  JI0  MIABHINEHHS  PiBHSI  pPEAJbHOI
KOHTPOJIE3IaTHOCTI Y TOPIBHSHHI 3 TCOPETUYHOIO.
KpiMm Toro, 1mi KoOaM MAalTh MPOCTE CHHXPOHHE
JICKOTyBaHHS (3a aHAJIOTIE0 3 KogamMHu XemwiHra) [7,
8].

IV. BHCHOBKHU

1. HeoOXigHO BiI3HAYMUTH, IO OJUHUYHI KOAU €
crienuiYHIME KOJIaMH 1 X BHUKOPUCTaHHS HE 3MOXKE
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3aMIHUTH TaKi YHiBepCalbHI KOIHW, SK JABIMKOBUH 1
JIECATKOBUH.

2. Taka yHikanbpHa BJIACTHBICTh OJMHUYHUX KOIIB,
AK TPOCTOPOBE PO3MONUICHHS TpH 300pakeHHI
4yucioBol iH(opMamii, 3HaYHO MOMIMPIOE O0JIACTh iX
3aCTOCYBAaHHS 32 PaxyHOK MOJIHMBOCTI €(hEeKTUBHOI
peauizarmii acoliaTUBHOI 00poOKu IHCIIOBOT
iHpopMarlii, Hampukiax, MacoBUX iHpOpMaliiHO-
JIOTIYHUX omepamii (TOIIyK MaKCUMyMy, MiHIMyMY,
MOUIYK Yy 3aJaHOMYy IHTEpBali, MOIIYK HaHOIMKYIOro
YHUCIIa Ta 1HII).

3. BazoBi noriuHo-uacoBi omeparii (MOpIBHSHHSI 1
3CYyB) [JO3BOJSIIOTH  €()EKTHBHO  BHKOHYBAaTH Y
acoI[laTUBHOMY ITPOIIECOP] HA MACHBI JIIYMIIBHUKIB TaKy
CKJIQJTHY OIeparilo, K COPTYBaHHS MACHUBY YHCEIl.

4. TakuM YUHOM, BiJJOMI BJIACTMBOCTI OJIMHHUYHHMX
KOJIIB MAaloTb CBOIO cdepy 3acTOCYBaHHA, IO He
0OMEXYeThCSl  apU(PMETHYHO-JIOTTYHOI0  00pOOKOI0
4HicIoBOI iHpOpMamii, Ae i KOOW He KOHKYPYIOThH i3
JIBINKOBHUM 1 JICCATKOBHM KOJYBaHHSIM.
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Fast decoding of parallel CRC codes
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Anomauia—3anpononoeano HO8UIl  CROCIO  WBUOKO20
oekooysanns koodie CRC (Cyclic Redundancy Code) ¢
Kananax 3 napaneibHum HAOX00MHCEHHAM 6XIOHUX OAHUX.
Bukopucmanna meopii napanenvnux JIIC (niniiinux
nocni008HiCHUX cxem) ma MamemamuyHozo
npeocmaenenna  cumempii  uacy  00360714€  606iui
npuckopumu CRC-xkonmpons. Takuii cnocié konmponio
Modce Oymu GUKOPUCIMAHO 6 cucmemax 30epicannsa ma
apxieauii oanux.

Abstract—A new method for fast decoding of CRC
(Cyclic Redundancy Code) in channels with parallel input
data is proposed. The use of the theory of linear finite state
machine (LFSM) and the mathematical representation of
time symmetry makes it possible to double the speed of the
check with the help of CRC. This check method can be used
in data storage and archiving systems.

Knrwuosi cnoea—rxoou CRC; koumpoavna cyma;
napanenvhi o0uucnennAa; NIHIHA NOCTIOOGHICHA cxema;
0€eK00y6aHHA

Keywords—CRC codes; checksum; parallel processing;
linear finite state machine; decoding

LBcTyn
Businennst noMusiok 3a gonomororw koHTposto CRC
HalJacTime BUKOPHCTOBYETHCSA B  Pi3HOMaHITHHX
cucTeMax nepeaadi JTaHUX, 30KpeMa B

00UNCITIOBAIBHUX Mepekax craHaapty Ethernet [1].
CRC Takox € edexkTHBHUM JUI1 3a0e3ledeHHs
HITICHOCTI AaHMX, K 30epiratoThCsl Ha Pi3HOMaHITHHX
MPUCTPOSIX 30epEeIKEHHS TaHUX, 30KpeMa Ha MarHITHHX
JTUCKaX Ta JUCKOBHUX MacHBaX.

B ocranni pokn CRC cranu ycminiHo 3acTOCOBYBaTH
i B IJIIC mist ©e3mepepBHOTO KOHTPOJIO IUTICHOCTI
IaHux B KoHQirypamiHiii mam’sti [2]. Onnak, mei
METOJ] alapaTHOTO KOHTPOJIO BiJHIMAae 3HAYHY
yactuny pecypciB [IJIIC. Hampukian, B ciMelcTBi
TUIIC Cyclone 3MeHIIYeThCSI MaKCHMallbHA 4acTOTa Ha
9%, 301IIbIIYETHCSI BUKOPUCTAHHS TPOBIHUKIB Ha 21%
Ta 30inpLIyeThCs uac TpacyBaHHA Ha 9%. Tomy
aKTyaJIbHOIO € 3a/laya 3MCHIUEHHS BHKOPUCTaHHS
pecypciB 00UMCITIOBAIBHAX MPUCTPOIB, 30KpeMa dacy,
npu 30epeskeHH] 3aC001B KOHTPOJIIO TaHUX.

II. TEOPETUYHMIA BABUC TAPAJIEJILHUX KOJIB CRC

CRC mae nBi po3mm¢ppoBKH #Horo adpeBiatypH i,
BimmoBiAHO, nBi iHTepnperarii [3]. Haiuactime CRC

posmisipatore sk Cyclic  Redundancy Check —
LUKITTYHAH HaJJIAIIKOBUHA KOHTPOJIb, TOOTO
KOHTponbHY cymy. B mpomy Bumagky CRC e
VIIUIGHEHUM  TIPEJCTAaBICHHAM  3aJaHoi  BXigHOI
MOCHIZOBHOCTI [  JOBUIbHOI JOBXWHM  (OJIM3BKUIA

aHajior B kpunrorpadii — Xxem-QyHkmis). 3MiHa
3HAYCHHS KOHTPOJBHOI CYMHU 3 BEITHKOI HMOBIPHICTIO
CBITYHTH NMPO HASBHICTH TOMHJIOK B TIOCTIIOBHOCTI [ .

Inrepnperaniss CRC sk Cyclic Redundancy Code —
LUKITIYHOTO HaUTHIIKOBOT'O KoLy, J03BOJISIE
NepeBIpATH  NPaBWIBHICTH JaHUX 32  BIJIOMHUMH
IpaBHIIAMH 3aBaJ0CTIHKOTO KOJXyBaHHS.

B cydacHux OararokaHalbHHX CHCTEMax mepenadi
JIaHUX peai3oBaHa MapaielbHa Mepenadya JaHux: OiTH
oxHoro Oaiity abo cioBa (2, 4, 8 6aiiT) mocTymnarTh

ogHouacHo. Koxkuuii 0OadiT abo CIIOBO MOXKHA
IHTepOpeTyBaTH K OOWH  p -OiTOBHH  CHMBOJ
(p=8,16,32,64), Tomi gma mepemadi W  OIT

3HAJOOUTBCS M CHMBOJIIB (m:%). Takuii croci6

mepeslaBaHHs  JTaHUX
napajgenbHuM [4].

Ha3MBA€TbCA  CHMBOJIBHO-

[MocninoBHICTH 13 M CUMBOIIB OyIeMO PO3IIsIATH
sik koztoBe ciioBo kony CRC, ske popmyeTbest KogepoM
Ha CTOPOHI IlepesiaBaya Ta IeKOLYEThCS IEKOASPOM Ha
cTopoHi  mpuiiMada. Ilepemaduy  JgaHMX — MOXXHA
po3risiaaT abo SK mepeaady Mo MociiIOBHOMY KaHATy
cuMBOJIiB, abo sK mepepady OITIB JaHMX IO p

KaHajaMm. B
MaTeMaTH4H1

napajeabHIM
3HaI00IATECS

MEPIIOMYy  BHIIAAKY
MEpPEeTBOPEHHS] B

Henpilikoux monsax [amya GF(2°), a B japyromy

BUIAJIKy — MaTeMaTH4HI MEpPETBOPCHHS B IBIHKOBHX
moysix lanya GF(2).

B wiif po0oTi po3risaaeTses aume Apyrui

BHIIAJI0K, OiJIBII TIPOCTHH IS MpOTpaMHO-anapaTHOl
peaunizanii. Takuit crioci0 iHTEepHpeTanii JaHuX
o3HavatuMe, mo kox CRC ckmamaeTses i3 p KOJOBUX
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ciiB z; (i=1...p), 00’ €IHAHUX B KOZOBY MATPHIIO:

Z] 211 Z12 e Zqm
z A z z
2 21 22 e Zop
Z(p): = ,GF(2). (1)
Zp Z,DI sz e an

Komu CPC € pi3HOBHIOM NHMKIIYHUX KOIIB, TOMY
JUIL 1X ONHCY YacTO BHKOPHCTOBYIOTh TpaIHIiNAHI
CIocoOM TPECTABICHHS MUKIIYHUX KOMIB (MaTpUIHE,
noJiHOMiaNbHe, anredpaiune). Haluacrime nukmiaHui
KO 3a0a€ThCA HOpO}I)KyBa.HBHI/IM HOHiHOMOMI

g(x)=g0+g1x+~-+gr71xr71+xr, GF(2) 2)

3 no3wuiii Teopii MUKITiIHOTO KoayBanHs koau CPC
HajexaTh ab0 0 IUKIIYHUX KOMiB XeMiHra, abo 10
koziB AGpamcona [3]. Bynemo BUKOPHCTOBYBaTH KOIU
XeMmiHra, sKi MaroTh HaWOIIbIIY MOBXHHY. Takum
YUHOM,  TOPODKYBaIbHHWHA  TOJiHOM  (2)  Mae
3aI0BOJIBHSTH IBOM BUMOTaM:

— IIOJIIHOM Ma€ OyTH NIPUMITHBHUM;

— CTEMiHb MOJIHOMY Ma€ OyTH » > log, m .

Jus  ommcy mapanelbHAX — KONIB  HAaHOUIBIN
NpUJATHUM  MaTeMaTHYHUM  amapartoM €  Teopis
niHiHUX ocigoBHicHUX cxem (JITIC) [5].

Tpagunitina JITIC 3 ogHMM BXOAOM 1 OJHUM
BUXOJIOM € KIHIIEBUM aBTOMAaTOM JIIHIHHOTO THITY
(miHifiHEM aBTOMaToM), SKWH Hanm monem [amya
GF(2) ommcyeTbes (GyHKIIEIO CTaHIB (TIEPEXOIiB)

S(t+1)=AxS(t)+BxU(t), GF(2) 3)
1 (OYHKITI€I0 BUXOIIB
Y(1)=CxS(t)+DxU(t), GF(2)
ne t — guckpermmud dvac; A,B,C,D —
xapakrepuctryti matpumi JIIIC; S(¢) — crmoBo crany;
U(t) — BxinHe cnoBo; Y(t) — BUXiJHE CIIOBO.

B nopansmomy Buxogamu JIIIC Gynemo BBakaTH
3HaYeHHs 11 BIANOBIMHUX CTaHiB, ToMy mis Takoi JITIC
JOCTaTHHO BUKOPHCTaTH JHIIE (YHKIIIO CTaHIB
(nmepexoni) JIIIC (3). AnmapaTHOIO peari3alielo Takoi

JIIIC € 3BuyaiiHMii pericTp 3CyBY 3 JiHIHHUMH
00epHEHNUMH 3B’ SI3KAMH.

Pospisustore nBa THnM mapanenbHux koniB CRC:
CKiafeHi Ta iHTerposadi [6]. B momamemomy Oymemo
TOBOPHTH JHLIe Ipo iHTerpoBani komau CRC.

Bxinni gani nmapanensHoro koqxy CRC moctymnaioTh
M0  TapalelbHUX  KaHANAaX, TOMY  HEOOXigHO
Bukopuctatu ©OaratoBxomoBy JIIIC. [lnsg ommcy
CTPYKTypH BXOJiB JIIIC BUKOPHUCTOBYETBCS
XapakTepuCTHYHa MaTpuusd B, Tomy y Bumamky p -

(p=1=+r) JIIIC  Hag

NBIHKOBHM TIoJieM ['amya mae OyTH Taka OJWHUYHA
(rxr)-marpuns B:

BXOJIOBO1 rapasenbHOL

14

17 0 0 0
0 1 0 0
By =
0 1 0
I 0 0 1|
Marpuns A BHM3HAYac BHYTDIIIHIO CTPYKTYpY

JITIC. bararosxomoBa JIIIC Mae Taky  BHYTpIIIHIO
CTPYKTYpY, IO 1 Tpaguuiiina ogHosxoxosa JIIIC, Tomy
Matpunsg A 3amumuthes 0e3 3miH. Cepen pi3HHX
tumiB JITIC Hait6inem nommpenoto € pekypcusHa JITIC
TUTY 1 3 MaTpUIIEtO

0 0 0 ... g, |
I 0 0 ... g
A=|... . o ] “4)
0o 0 1 .. g
0 0 0 I g.|

EneMeHTH OCTaHHBOTO CTOBIIA MaTpui A i3 (4)
MIPENICTaBISAIOTE COO0I0 KOS(IIliEHTH MOPOIKYBATHHOTO
noxiHoMy (2).

Taxum YHHOM, TEOPETHIHOIO OCHOBOIO
napanenbanx koniB CRC mpu gekoxyBaHHI KOIOBOI
matpuni (1) wmoxe Oyrn mapanensna JIIIC,
(yHKIIOHYBaHHS $KOI ONMHCYETHCS (YHKIIEIO CTaHIB
(mepexoniB)

S(t+1)=AxS(1)+ B, xZ (1), GF(2) (5)

III.AEKOOYBAHHS MAPAJIEJILHOT'O KOy CRC

TpaauniiHui crocié mepeBipkH NaHHUX IOJITaE y
(opmyBaHHS Ul HUX KOHTPONBHOI cymum 2,

Harpukian, CRC-cymn i1 mopiBHsHHI i 3 Hamepen
00uncieHoi (eTaJOHHOI0) KOHTPOJIBHOIO CyMOI0 X ¢ iX

PIBHICTh BBOXKAETHCS JOKA30M BiZICYTHOCTI CTIOTBOPEHB
y nmaux. KoHTpompHI  cymH, SK  IpaBHIO,
OOYHUCITIOIOTECS  TIOCHIIOBHO, MO TMOTpedye OaraTto
yacy. SIKImo naHi MOCTYNAKTh TAKOXK MOCIITOBHO, TOII

3aTpUMKa 3 00YHMCICHHAM cymMH 2, Oyzie NPaKTHYHO

BIJICYTHBOIO. SIKIO * JaHi MOXXHA OTPUMATH IIBUJIIIIE,
HANPUKJIA], BHUKOPHCTOBYIOUM JOJATKOBI  KaHAIH
3B’SI3Ky, TOAI OakaHO OOYMCIWTH IIBHANIE i
KOHTPOJIbHI JaHi.

bynemo  BBakaTM, IO  JaHI  IIOCTYMarOTh
TIOCUMBOJIBHO, TOOTO BCi MOXKJIMBOCTI 110 MPUCKOPEHHIO
O04YHMCIIeHh 33 paxyHOK BUKOPHCTAHHs MapajeiabHOT
00poOkM  maHMx  Bke  BUKOpucTaHi.  Okpim
TPagUIIfHOTO KaHally 3B’S3Ky, IO SAKOMY JaHi
HepesatoThCsl BiJl MOYAaTKy HAa0Opy MAaHUX, € TaKOoX
MOJKJIMBICTh 3UNTYBATH JaHi 3 KiHIA Habopy manux. B
pe3ynbpTati maHi OyayTh mepenaHi BABiWi mBuame. Yn
MOXKHa B JJAHOMY BHIIQJIKy NMPUCKOPHUTH BIBIYi MpOLEC
004HCIICHHS KOHTPONIbHOT cymn 2 - ?

PexypcuBne obGuucnennss CRC-cymu (sixk i CRC-
KOZy) 3IiHcHIOEThCS 3rigHo (opmymu (5), ToOTO B

3aMOBUTHU L0 KHUTY
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MOPSAKY HAAXODKCHHS ¢ -TO  BEKTOpA Z( o )( t).

TammMu CIIOBaMH, peKypcHuBHI 00YHnCIIeHHS
TPaTUIIAHO 3AiHCHIOIOTHCS mpu 3MiHI 4Yacy BiJ
“TenepinHporo” B “ManOyTHE”.

Bimomo, mo ¢pyHIaMeHTanbHI 3aKOHU KIIACHYHOI Ta
KBaHTOBO1 TUHAMIKHA 0O€pHEHI B Yaci, 3 4Or0 BUILINBAE
MaTeMaTu4Ha  €KBIBAIGHTHICTh  “MHHyJOro” i
“mait0ytHporo” [7]. Ins TuHAMIYHEX CHCTEM 3 OJHUM
CTYIEHEM CBOOOAM, TPHKIAIOM SIKUX MOXKE CIYXKHUTH
JITIC, pexypcrBHI 00YMCIICHHS] MOXYTh 3/11HCHIOBATHCH
TakOXK 1 TOpu 3MiHI Yacy Big ‘‘TenepilmiHbOro” B
“MHuHYIE”.

TakyuM 4dYWMHOM, SIKIIO JaHi MOXHA OIHOYAcHO
mepenaBaTd B JBOX HamlpsMKax: BiJf moyaTKy Habopy
nmaHux (Qaiimy) Ta 3 KiHIg Habopy ganux (dainy), Tomi
MOXXHa oOfHo4yacHO Bukopuctatd 1aBi JIIIC jgns
o6uncnennss CRC-cymu. Ilepma JITIC 3 marpunero A4
(Ha3zBeMo 1 MPSAMOI0) BU3HAYAE MIEPEXif i3 MOYATKOBOTO
HYJbOBOTO craHy S(()) B HacTymHi TakTu 4dacy f >0
srigao Qopmynu (5). Hpyra JIIC 3 marpunero 4,
(HazBeMo 1 0OepHEHOI0) BH3HAYae Imepexin i3
KIHIIEBOT'O cTaHy S(n) B monepesaHi Taktu yacy [ < 1

3riHO POPMYIIH:
S(t)= Ay, x(S(t+1)+B,)xZ., (1)), GF(2).

IlpaBuna mnepexomy MiK MaTpuuamMu A4 1 4,

HaBeJeHO B [6].
B Takr uvacy ¢ = % npsiva JITIC mepeiine B cran
Se( % ) . B mieit xe taxt gacy obepuena JIIIC mepeiine

B ctad S, ( % ). Ilpu BiacyTHOCTI IOMHWIOK B Habopi

naHux  (caitni) 3a3HayeHi craHM  MalOTh  OyTH
OJHAKOBUMU:
Sf(%)=SV(%) IIpU HETIapHOMY 71,
- +1
Sf(%)—SV(” A) TIPH TAPHOMY 71 .
Bim3HaunmMo, IO TYT NPOSBISETHCS HEBEIUKA

BiZIMIHHICTH MiX JBoMa iHTepnpetanisimu CRC. Skmio
posrisinat CRC K KOHTPOJIBHY CYMY, TOJI KiHIICBHMA
craa S(n) i e eranonnoro CRC-cymoro, K mpaBmio,

HEHYJIbOBOIO.

Sxmo x posrmsmaté CRC sk MUKITIYHAA KO, TOI
JOBKMHA TIOCHiZOBHOCTI [ JOpiBHIOE (m+r), a
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KIHIEBUH cTaH S(7n) € CHHIPOMOM IIOMHIIKH KOXIYy

(00OB’SI3KOBO  HYJILOBUM, OCKUIBKHM IIOMHJIOK TIE€pen
MOYaTKOM Tiepefadi JaHuX Ime Hemae). B 1pomy
Bunanaky poins CRC Bimirpae HeHyJIbOBE F -pO3psiiHE
KOHTPOJIbHE CIIOBO KOI.

OTxe, MpH HASBHOCTI OJHOYACHOTO JIOCTYIY MO
MMoYaTky Ta  KIHIM  MacuBy  JaHWUX,  SIKUAH
KOHTPOJIOETECS, TEePEeBipKa KOPEKTHOCTI JaHUX Oyne
BUKOHaHa  BABiui mBuame. Ile mpaBuino €
CIpaBeNTUBUM HE TUIBKU TPH OiTOBIH mepenadi JaHWX
[8], ayre Takok i IpU CUMBOITBHIH Mepeadi JaHUX.

IV.BUCHOBKU

OCHOBHUM METOJIOM TPUCKOPEHHS OO4YHCIICHb €
BUKOPHUCTAHHS TapajenbHoi 00poOku maHux. Ilpu
BUKOPHCTaHHI KOHTpoito pgaHux Ha ocHOBi CRC
e(eKTUBHUM € Tapajeii3M I0 TNPOTHIIEKHHUM OCSIM
gacy. B po0oTi moka3aHo sIK MOXHA BIBI4i TPUCKOPUTH
ob6uuncnenns CRC nuire Ha OCHOBI THX JaHUX, IO BXKE
BHKOPHCTOBYIOTBCS B CHCTEMax Iepeadi JaHuX. SIKimo
OyayTb BiZIOMi €TaJOHHI MPOMDKHI KOHTPOJIBHI CYMH,
TOAI MOXKHa 1€ B JeKidbKa pa3iB MPUCKOPHTU
obuncnenns CRC.

Takuii crmocid KOHTPOJII0 MOXKe OyTH BHUKOPHUCTAHO
B cHUCTeMax 30epiraHHs Ta apxiBamii JaHUX TPU YMOBI
OJTHOYACHOTO JIOCTYITy JO IOYaTKy Ta KIHILS MacHBY
JIaHUX.
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CEKUIA 2.

Memoodu ma 3acobu 3axucmy iHgpbopmauii

Numeral Systems with Irrational Bases
for Mission-Critical Applications.

The Basic Concepts and Scientific Results

Oleksiy Stakhov
Computer Firm FibTech (Fibonacci Technology), Ontario, Canada
goldenmuseum(@rogers.com

CucreMHu YMCIICHHS 3 1palllOHaIbHUMH OCHOBAMU
JUIS KPUTUYHO BaXKJIMBUX 3aCTOCYBaHb.
[ '0JIOBH1 KOHIIETIIIIT Ta HAYKOB1 PE3YyJIbTaTH

Onmnexkciit Ctaxos
Kommrorepna dipma FibTech (Fibonacci Technology), OnTapio, Kanana
goldenmuseum@rogers.com

Abstract— This speech is of an overview nature. Its main
goal is to substantiate the basic concepts and scientific results
of a new direction in the theory of coding-the numeral system
with irrational bases, and their application in mission-critical
systems. This scientific direction began to develop in the
Taganrog Radiotechnical Institute after the defense of the
doctoral dissertation of the author of this speech (1972), and
then successfully continued to develop in the Vinnytsya
Polytechnic Institute at the Department of Computer
Technology. Nowadays this scientific direction is developing in
Canada (computer firm FibTech (Fibonacci Technology)) and
at Sumy University.

Anomauis—In donogiov mac oznndosuii xapaxmep. Ii
OCHOGHA Mema — 002pyHmyeamu 20106Hi KOHUenuii ma
HAYKOGI pe3yibmamu H06020 HANPAMKY 8 Meopii KOOy8aHHs —
cucmemu YucieHHa 3 IPPAUIOHATLHUMU OCHO8AMU, MA iX
3ACMOCY8AHHA 6 KpumuuHo-eéayicnueux cucmemax. Ilei
HayKkoeuil nHanpamox nouae possuaamucs ¢ Tazaupozcokomy
padiomexuiunomy incmumymi nicis 3axucmy O00KMOPCbKOV
oucepmauii aemopa uyici donogioi (1972), nomim ycniwino
npoooeicue pozeusamucs 6 Binnuuyvkomy nonimexuiunomy
iHncmumymi nHa Kaghedpi oouucosanbHol mexuiku. 3apas yei
HayKosuil HanpaAMoK possusacmuvca ¢ Kanaoi (komnviomepna
¢ipma FibTech (Fibonacci Technology) ma ¢ Cymcvkomy
YHigepcumemi.

Keywords—mission-critical systems; Bergman’s system;
Fibonacci p-codes; codes of the golden p-proportions,
ternary mirror-symmetrical arithmetc.

Knwuoei  cnosa—kpumuuno-earxciusi  cucmemu;
cucmema bepemana; p-koou @idonauui; koou 3010moi p-
nponopuyii, mpiiikosa 3epKanbHO-CUMEMPUYHA
apugmemuxa

INTRODUCTION

In 2017 the International Publishing House “World
Scientific” has published new book of the author
“Numeral Systems with Irrational Bases for Mission-
Critical Applications”.

Numeral Systems
with Irrational Bases
for Mission-Critical
Applications

Alexey Stakhov

\ib worla scientinc

Adpvertising information on the book is posted at the
site of "World Scientific"

(http://www.worldscientific.com/worldscibooks/10.
1142/10671) and the site of Amazon.com
(https://www.amazon.com/Numeral-Irrational-Mission-
Critical-Applications-Everything/dp/981322861X)

Abstract of the book

This volume is the result of the author's many-years
of research in this field. These results were presented
in the author's two books, Introduction to the
Algorithmic Measurement Theory(Moscow, Soviet
Radio, 1977), and Codes of the Golden Proportion
(Moscow, Radio and Communications, 1984), which
had not been translated into English and are therefore
not known to English-speaking audience. This volume
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sets forth new informational and arithmetical
fundamentals of computer and measurement systems
based on Fibonacci p-codes and codes of the golden p-
proportions, and also on Bergman's system and
"oolden" ternary mirror-symmetrical arithmetic. The
book presents some new historical hypotheses
concerning the origin of the Egyptian calendar and the
Babylonian  numeral  system  with  base 60
(dodecahedral hypothesis), as well as about the origin
of the Mayan's calendar and their numeral system with
base 20 (icosahedral hypothesis). The book is intended
for the college and university level. The book will also
be of interest to all researchers, who use the golden
ratio and Fibonacci numbers in their subject areas,
and to all readers who are interested to the history of
mathematics. Readership: Researchers in mathematics
and computer science.

The main goal of this speech is to substantiate the
basic concepts and scientific results of a new direction
in the coding theory - the numeral system with
irrational bases, and their application in mission-critical
systems.

In addition to this book, the Publishing House
"World Scientific" published two fundamental author’s
books:

1. Alexey Stakhov. Assisted by Scott
Olsen. “The Mathematics of Harmony. From Euclid to
Contemporary Mathematics and Computer Science”,
World Scientific, 2009
http://www.worldscientific.com/worldscibooks/10.114
2/6635

2. Alexey Stakhov, Samuil Aranson. Assisted by
Scott Olsen. The “Golden” Non-Euclidean Geometry:
Hilbert’s Fourth Problem, “Golden” Dynamical
Systems, and the Fine-Structure Constant, World
Scientific, 2016.

http://www.worldscientific.com/worldscibooks/10
.1142/9603

The “Golden”
eometry

17

All these three books are author's contribution to
the development not only of world science, but also of
Ukrainian science, in particular, of Ukrainian
mathematics, computer science and digital metrology.

The author dedicates the last book “Numeral
Systems with Irrational Bases for Mission-Critical
Applications” to the 45th anniversary of the Computer
Technology Department, Vinnytsia National Technical
University.

BASIC CONCEPTS AND THE MAIN SCIENTIFIC
RESULTS:

1. Mission-critical applications. At the present
time the computer science and digital metrology are
passing to new stage of their development, to the stage
of designing computing and measuring systems for
mission-critical applications. In the Wikipedia article
“Mission critical” we read:

“Mission critical refers to any factor of a system
(components, equipment,  Personnel, process,
procedure, software, etc.) that is essential to business
operation or to an organization. Failure or disruption
of mission critical factors will result in serious impact
on business operations or upon an organization, and
even can cause social turmoil and catastrophes.
Therefore, it is extremely critical to the organization's
"mission" (to avoid Mission Critical Failures).

Mission critical system is a system whose failure
may result in the failure of some goal-directed activity.
Mission essential equipment and mission critical
application are also known as mission-critical system.
Examples of mission critical systems are: an online
banking system, railway / aircraft operating and
control systems, electric power systems, and many
other computer systems that will adversely affect
business and society seriously if downed. A good
example of a mission critical system is a navigational
system for a spacecraft.”

This puts forward new requirements for ensuring
informational reliability of such systems. The most
important requirement is to prevent the occurrence of
"false signals" at the output of the mission-critical
systems that can lead to technological disasters.

2. “Philosophy” of error detection for the error-
correcting codes (ECC). Modern methods of
providing informational reliability of mission-critical
systems (in particular, the use of error-correcting
codes) do not always provide the required
informational reliability of the mission-critical systems.
In particular, the theory of ECC mainly is focused on
the detection and correction of the errors of low
multiplicity (for example, single-bit and double-bit
errors) as the most probable. With regard to the errors
of high multiplicity, the theory of ECC simply ignores
them because of their low probability; this follows from
the model of “symmetrical channel/”. Such
"philosophy" of error detection is absolutely
unacceptable for the case of the mission-critical
systems, because these undetectable errors can be the
source of "false signals" at the output of mission-
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critical systems what can lead to enormous social and
technological disasters.

3. Paradox of Hamming code. The main paradox
of Hamming code and its analogs (for example, Hsiao
code) consists of the fact that the Hamming and Hsiao
codes perceive many-bit errors of the odd multiplicity
(3,5,7,9,...) as single-bit errors, and for these cases
they begin “false correction” by adding new errors to
the erroneous code word. That is, for this case the
Hamming and Hsiao codes are turned out into anti-
ECC, because they are "ruining" the Hamming and
Hsiao code words. This "paradoxical" property of the
Hamming and Hsiao codes is well known to experts in
the field of ECC, but many consumers do not always
know about this. For such cases, the main arguments
for customers consist in the fact that the errors of large
multiplicity are unlikely, but such arguments are
unacceptable for mission-critical applications.

4. Row hammer effect is a new phenomenon in the
field of electronic memory. The main reason of this
phenomenon is microminiaturization of electronic
memory, which leads to mutual electrical interaction
between nearby memory rows. This interaction is
altering the contents of nearby memory rows that were
not addressed in the original memory access. No
effective methods of fighting against row hammer
effect have been proposed until now. Possibly, the only
reasonable proposal is to introduce restrictions on
microminiaturization of electronic memory. But then
the question arises how we have to design nano-
electronic memory?

5. “Trojan horse” of the binary system. The
prominent  American  scientist, physicist and
mathematician John von Neumann (1903-1957),
together with his colleagues from the Prinstone
Institute Goldstein and Berks after careful analysis of
the strengths and weaknesses of the first electronic
computer ENIAC gave strong preference to the binary
system as a universal way of coding of data in
electronic computers. However, this proposal contains
in itself a great danger for the case of mission-critical
systems. The classical binary code has zero code
redundancy what excludes a possibility detecting any
errors in computer structures. This danger was called
"Trojan horse" of binary system by the Russian
academician Yaroslav Khetagurov. Because of the
"Trojan Horse" phenomenon, humanity becomes a
hostage to the binary system for the case of mission-
critical applications. From here, it follows the
conclusion that the binary system is unacceptable for
designing computational and measuring systems for
mission-critical applications.

5. Bergman’s system, introduced in 1957 by the
American 12-year-old wunderkind George Bergman, is
an unprecedented case in the history of mathematics.
The mathematical discovery of the young American
mathematician returns mathematics to the Babylonian
positional numeral system, that is, to the initial period
in the development of mathematics, when the numeral
systems and rules of performing basic arithmetic
operations stood at the center of mathematics. But the
most important is the fact that the famous irrational
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number @ = (the golden ratio) is the base of

1+\/§

2
Bergman's system what puts forward the irrational
numbers on the first position among the numbers. It
can be argued that the Bergman’s system is the
greatest modern mathematical discovery in the field of
numeral systems, which changes our ideas about
numeral systems and alters both the number theory and
computer science.

6.The “golden” number theory and new
properties of natural numbers is the first important
consequence, following from Bergman’s system. For
many mathematicians in the field of number theory, it
1S a great surprise that new properties of natural
numbers (Z-property, D-property, F-code, L-code) were
discovered in the 21st century, that is, 2.5 millennia
after the writing of Euclid’s Elements, in which
systematic studying the properties of natural numbers
started. Bergman's system is the source for the "golden"”
number theory what once again emphasizes a
fundamental nature of the mathematical discovery of
George Bergman.

7. Ternary mirror-symmetrical numeral system
and new ternary mirror-symmetrical arithmetic are
the main applied scientific results, following from
Bergman’s system. These results alter our ideas about
ternary numeral system. The property of mirror
symmetry is the main checking property, which allows
detecting errors in all arithmetical operations.

8. Fibonacci p-codes and Fibonacci arithmetic
based on the basic micro-operations. The new
computer arithmetic consists in the sequential
execution of the so-called "basic micro-operations."
The errors are detected by built-in error-detection
device simultaneously with the execution of the micro-
operations in the moment of errors occurrence what
ensures the high information reliability of the
arithmetic device for mission-critical applications.

9. Codes of the golden p-proportions, “golden”
resistive divisors and self-correcting ADC and DAC.
The codes of the golden p-proportions with the base

) " (the positive root of the algebraic equation

¥ —x"-1=0,p=0.1,2,3,...) are a
generalization of the
Bergman’s system (p=1). The
divisors, based on the golden p-proportions @ > have

wide
binary system (p=0) and
“golden” resistive

unique electrical properties, which allow to design
self-correcting analog-to-digital and digital-to-analog
converters. Metrological parameters of such ADCs and
DACSs remain unchanged in the process of temperature
changing and elements aging, what is important for
mission-critical applications.

10.The final concept. The above theory of numeral
systems with irrational bases are a new direction in the
field of coding theory, intended for increasing
informational reliability and noise-immunity of
specialized computing and measuring systems. This
direction does not set itself the task of replacing the
classical binary system in those cases where the use of
the binary system does not threaten an appearance of

3amoBuTH Lo KHUry https://press.vntu.edu.ua/index.php/vntu/catalog/book/464

BupaaBHMUTBO BiHHMUbKOro HaLioOHaNbHOrO TEXHIYHOIO yHiBepcuTety
https://press.vntu.edu.ua/index.php/vntu/catalog




technological disasters and where informational
reliability and noise immunity can be ensured by
traditional methods. The main task of this direction is
preventing or significantly reducing the probability of
"false signals" at the output of information systems that
can lead to social or technological disasters. This
scientific direction is at the initial stage of its
development and can lead to new technical solutions in
the field of computer science and digital metrology.

11. The main conclusion of author’s book
“Numeral Systems with Irrational Bases for
Mission-Critical Applications” is the fact that the
mission-critical applications are that major area of
computer science and digital metrology, where numeral
systems with irrational bases (Fibonacci codes and
codes of the golden proportion) get their natural
applications and can realize all their basic advantages.
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I.  BBEJEHUE

Teopuss ® TeXHMKAa CHEKTPAJbHOTO aHAJIHM3a
CUTHAJIOB OPWUEHTHPOBAaHA B OCHOBHOM Ha CHTHAJIBI
CHUHYCOMJaNbHBIX (QyHKUMi. Hapsity ¢ HUMHU mmpokoe
NPUMEHEHNE B PA3JIMYHbIX HPUIOKEHUSIX HaXOIAT
¢GyHKIMKM  (BOJHBI)  HECHHYCOMIANBHBIX  (OPM.
TUNUYHBIM ~ TPUMEPOM  HECHHYCOMJANbHBIX  BOJH
SBISIOTCS  QyHKOuMH Yomma [l], oTimunurenbHas
OCOOCHHOCTh KOTOPBIX COCTOMT B TOM, 4YTO B
NPOCTPAHCTBE OPHI'MHAJIOB Ha IBOMYHO CTEHCHHOM

unTepBajse onpenenenus or 0 mo N=2", rme
1 —HaTypaJbHOE 4HCIIO, GbyHKIHUU Yonma
NPUHUMAIOT KYCOYHO-ITOCTOSIHHBIE 3HaueHus +1 wiu
—1, 3aMeHOl KOTOPBIX COOTBETCTBEHHO 4yncnamMu 0 u

| mepeBOIAT CHCTEMBI B TPOCTPAHCTBO M300PAKCHUIA.
CrieKTpanbHBIN aHaIW3 JUCKPETHBIX CUTHAJOB B
OOJBIIMHCTBE CIy4aeB CTPOWTCS Ha OCHOBE 0asznCOB

OUCKpemHbIX 9KCHOHEHYUATIbHBIX @ynxyuil,
o0pa3yemMbIxX BpEMEHHOU JUCKpETH3aLuei
KOMIUIEKCHO-3HAYHBIX ~ TapMOHHYECKHX  CHI'HAJIOB.

UzBectHO, uTO K Oaszmucam OBICTpOro mpeoOpa3oBaHU
Oypee (BIID), npenbsBisirorcss psi  TpeOOBaHHMH,
Ba)KHEHIIME M3 KOTOPHIX COCTOSAT B TOM, YTO, BO-
HepBbIX, (GOPMBI Oa3HCHBIX (QYHKIHMH MpeoOpa3zoBaHus
JIOJDKHBI  OBITh MaKCHMaJIbHO OJM3KMMH K (opmam
aHAJIM3UPYEMBIX CUTHAJIOB.

U, Bo-BTOpBIX, 0a3uchl JOJKHBI MOIJEPKUBATH
Takoe OpIcTponeiicTBue mporneccopo BIID, kotopoe
obecrieunmBaeT 00pabOTKY CHTHAJOB B pPealbHOM
BpPEMECHHU.

Takum oOpa3oMm, BBIOOp cHCTeM Oa3UCHBIX
¢byHKIMH ompexpensercss TpeOOBaHUSAMH  yoo0OCTBa
BBIYMCIIEHUH ¥, B KOHEYHOM cCYETE, TPYAOEMKOCTHIO
QITOPUTMOB peaM3alMd HUCKOMOTO INpeoOpa3oBaHHUs.

Hcxoms u3 9THX  COOOpaXeHWiH, NPHMECHCHHUE
BEILICCTBEHHBIX 0a3MCOB cucTeM (QyHKIMI Youma i ux
paciupeHus — Yonwa-nooobnuix cucmem
CeK6eHMHbIX (DYHKYULL, TPSICTABIACTCS aKTyaJIbHBIM H
MEPCICKTHBHEIM  JUIs  OU(GPOBOA  (CHEKTPaIbHOM)
00paboOTKN CUTHAJIOB.

II. IIOCTAHOBKA 3AJIAYU UCCIAEJOBAHUSA

Jannas paboTa TOCBSIIEHA TOCTPOCHUIO B
MPOCTPAHCTBE HM300pPAXKEHUII CHUCTEM JTUCKPETHBIX
Yonma-mogo0HbIX (0,1)-cexkBeHTHBIX GyHKIIIH
(ba3znucoB), B KOTOPBIX YHCIO HyJIeH W €IWHUI] B
Ka)J0¥ MOJOBHHE WHTEPBaJa OMNpEeNICHNUs] COBCEM HE
00513aTENILHO SIBIISCTCS OJMHAKOBBIM, KaK 3TO HMECT
MECTO B KJIACCHYECKHX cucTeMax (QyHKimd Youma (3a
UCKJIFOUCHHEM (YHKIUHU, JieBas TIOJOBHHA KOTOPOI
3al0JIHCHA WCKJIIOUMTENIFHO HYJISIMH, a TpaBas —
equaunamu). OOCYXIarTCss 007acTH  MPUMEHEHHS
CHCTEM CEKBEHTHBIX (YHKIIMH.

I11. M3JI0’)KEHUE OCHOBHOI'O MATEPHAJIA

Chopmupyem mosHOe MHOKECTBO () CEKBEHTHBIX
¢Gyukuumit s, € 0 BOCBMOro IOpPsIKa, BHIOPAHHOTO B

KadecTBe IpHMEpa, BKIOYas B cocTaB ) HyJIEBYIO
CEKBEHTy §, M BCE T€ CEKBEHTHl (0aiiThl), KOTOpHIE

HaYMHAIOTCS C HYJISI, @ B OCTaBIIMXCSA MIAIIIAX CEMHU
paspsaax pa3sMemaroTcsl YeThIPe SAUHUIBI U TPH HYJIA.
KomnuecTBO HEHYJNEBBIX CEKBEHT BOCHEMOTO IOPsIKa
paBHO 35, Tak KaK ONpPeAeNAeTCS YUCIOM COUYCTaHUM U3
7 mo 3 um, clIenoBaTeNbHO, TOJMHBIH HAOOp AJIEMEHTOB
(), BKIIOYas HyNEBOH, CONEPXKHUT 36 CEKBEHT §,,

i=0,35, (Tabm. 1).
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Tabmuna 1. CoBok

HOCTH CCKBCHTHBIX (byHKLIPIf/‘I BOCHBMOTI'O MOPSJIKA

22

Ne s Howmep paspsina dpynkmm Ne §; Howmep paspsina dpyHKImu

' 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0
0 0 0 0 0 0 0 0 0 18 0 1 0 1 1 0 0 1
1 0 1 1 1 1 0 0 0 19 0 0 1 1 1 0 0 1
2 0 1 1 1 0 1 0 0 20 0 1 1 0 0 1 0 1
3 0 1 1 0 1 1 0 0 21 0 1 0 1 0 1 0 1
4 0 1 0 1 1 1 0 0 22 0 0 1 1 0 1 0 1
5 0 0 1 1 1 1 0 0 23 0 1 0 0 1 1 0 1
6 0 1 1 1 0 0 1 0 24 0 0 1 0 1 1 0 1
7 0 1 1 0 1 0 1 0 25 0 0 0 1 1 1 0 1
8 0 1 0 1 1 0 1 0 26 0 1 1 0 0 0 1 1
9 0 0 1 1 1 0 1 0 27 0 1 0 1 0 0 1 1
10 0 1 1 0 0 1 1 0 28 0 0 1 1 0 0 1 1
11 0 1 0 1 0 1 1 0 29 0 1 0 0 1 0 1 1
12 0 0 1 1 0 1 1 0 30 0 0 1 0 1 0 1 1
13 0 1 0 0 1 1 1 0 31 0 0 0 1 1 0 1 1
14 0 0 1 0 1 1 1 0 32 0 1 0 0 0 1 1 1
15 0 0 0 1 1 1 1 0 33 0 0 1 0 0 1 1 1
16 0 1 1 1 0 0 0 1 34 0 0 0 1 0 1 1 1
17 0 1 1 0 1 0 0 1 35 0 0 0 0 1 1 1 1

Kaxknas HeHyneBasi ceKkBeHTa, 00O3HauuM ee §,,

k =1,35, OTCTOUT OT CEKBEHTBHl §, Ha PACCTOSHUU

Xommunra d = N /2 w ans npussitoro nopsaka N =8
9TO pPacCTOSHHE paBHO ueThlpeM. Hazoeem s,

obpasyroweli cexeenmoli MHOxkecTBa €),. B cocras
KaJ0ro MHOXkecTBa €2, Kpome mapbl S, U §, BXOJAT
BCE Te CEKBEHTHI §,; U3 Tabl. 1, KOTOpbIE OTCTOAT OT §,
d(s,,s;)=4.

C BBIACJICHHBIMUA

Ha PpacCTOSHUM Henonubiii  Habop

MHOKECTB Q 3aTCHCHUCM

k
SJIEMEHTaMH s, € Q , NpeJcTaBleH B Ta0I. 2.
OOpatuM BHHMaHHE Ha TaKHe OCOOCHHOCTH TaOl. 2.
Bo-nepBbix, OyIy4d AOTOJHEHHOW OTCYTCTBYIOIMMH
00pasyloIyUMH CeKBeHTaMu §,, Tabm. 2 CTaHOBHTCS
CUMMETPUYHOI OTHOCUTENILHO TJIaBHOW IuaroHaiu. Bo-
BTOPBIX, KaXIbIi CTOJOCI] TA0IHIBI KpOMe 00pa3yrorei
CEKBEHThl §, (CBETIOr0 JAMArOHAJIBHOIO JJIEMEHTA,

BBIJIEJIEHHOTO >KUPHOW paMKOM) BKIOYAeT 18 CeKBEHT
5,, OTCTOSAIIMX OT OOpasyloIlero sjaeMeHTa §, Ha

1
pacctosHud XSMMHHTra, paBHOM derbipeM. Hynesas
CEKBEHTAa §, [l KOMIIAKTHOCTH U3 Ta0Jl. 2 HCKIIOYEHA.
W, HakoHem, B-TPETHUX, TIOJNHAs COBOKYITHOCTH
cronbunoB Tabn. 2 (MHOXkecTB £2,) pazdbuto Ha 10

[71 —
Q' 1=1,10,
HpI/I‘-IeM l —¢€ IIOAMHOXECTBO BKJIFOHACT HOI[pH,Z[
CTOSAIINEC CTOH6HI)I, coz[epmaume OINHAKOBOC YHCJIO n,

HETICPCCCKAIOIUXCS  MTOAMHOKECTB

CEKBEHT, pACTOJIOKEHHBIX CBepXy (WM ClieBa),
obpasyromeit cexkBeHTsl §, . Hanpumep, moamHokecTBO

Q" nopoxnaercst ceksenramu §,, k =1, 5, npu sTom
n, =1 (eOMHCTBEHHAs CEKBEHTA, KOTOpAas HAXOIMTCS

Hax (cimeBa) §,, SBIAETCS HyJleBas CEKBEHTa S, );

BTOpOE TOAMHOKECTBO Q! (POPMUPYIOT CEKBEHTHI
§,, k=6,9, s xotopIX n, =4 UT. 1.

Kak moxazamu pe3ynpTaThl aHanmm3a, Bce 35
MHOXECTB €),, KaKI0€ M3 KOTOpPBIX cojepkuT 20
CEKBEHT §,, 00pa3syloT 10 LIECTh NOHBIX Tpynn G,
j=1,6, B cocraB KOTOpbIX BXOJAT IIO BOCEMb
9KBHJUCTAHTHBIX CEKBEHT §, U B HX YMCIIC — HYyJIeBas
§, ¥ 00pasylomas CeKBEHTa §, .

BBegem pansi COBOKYMHOCTEM (MHOXECTB) JTHX
HIECTEPOK TPYIHI BOCBMOTO MOpsAKa O003HAYCHUE

B

k. j

6
SF, (Sequence Full), nonaras SF, =U G
j=1

Tabj1. 3 MoKa3aHbl BBIZICJICHHBIC 3aTCHCHHUEM CCKBCHTBI

§, KOTOPbIC BXOIAT B MOJHbIe rpymmel G, ., k=1,5,
j=1,6, muoxects SF, nonmuoxectsa Q.

k=15, j=1,6,
COCTaBIISIIOT ~ MOJHBLL  HAOOp TPYNIT CEKBEHTHBIX
SKBHIUCTAHTHBIX OalT-QyHKIMA. DTO oO3Hadaer, B
YaCTHOCTH, YTO Tpymnmna (QyHKIWA, oOpazyemas Kakoit
YrOJHO CeKkBeHTOH §,, 6<m <35, mnornomaercs

30 rpymn Gy, tabn. 3

omHo# m3 rpymn G, MOIMHOXKECTBA Qi

B NMPUIIOKCHUAX 3a4aCTYI0O HUHTCPCCHBIMHU MOTYT
0Ka3aThCs HE CaMM 110 ce0e MOIHbIE CHCTEMBI (prHHLI)

OKBHUJWCTAHTHBIX CCKBCHTHBIX q)yHKIII/Iﬁ Gk i a Hx

HEKOTOpBIE  YIOPSIOYCHHS,
CUCTEMBI GbyHKIHN VYomma, obpazyromme
CHMMETpHYHbIe  0a3MChl,  HCIONB3yeMble  JUIs
CHEKTPAIbHOTO  MOPEJACTABICHHUS  CHUTHAJIOB WM
pemieHHs Jpyrux 3agad  o0pal0OTKM JIHUCKPETHBIX
CHUTHAJIOB.

TaKkue, HampuMmep, Kak
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Ta6muua 2. KoMnoHeHTsl MHOXKECTB

Ne k mmoxectB Q , m 06pasyrOIUX CEKBEHT §,
6 | 7 ] 8 20 | 30 | 31 ] 32 | 33 ] 34 [ 35
Q' Q 12! Q Q )

%
-
N
.
.
.,

oM ENN ko N AV R ALY § O R

Tabnmua 3. Coctas rpynn G, ; , GopMUPYeMBbIX 06pa3yoUIMMU CEKBEHTAMH MOAMHOMKecTBa Q')

T'pynmna CeKBeHTBI TPy
G, ; 1 6
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IIponomkenue Tadm. 3

B mpunoxeHHSX 3a4acTyr0 HHTCPECHBIMH MOTYT
0Ka3aThCsl HE CaMH 110 ce0e MOTHbIE CHCTEMBI (TPYIITIH)

SKBUMCTAHTHBIX CEKBEHTHBIX GyHkimit G, ;, a mx

HEKOTOpBIE YTOPSANOYCHHS, TaKWe, HalpuMep, Kak

CUCTEMBI GbyHKIMN VYomua, oOpazyromiue
CHMMETpHYHbIE  0a3WCBl,  HCIONB3yeMblC Ul
CHEKTPAIbHOTO  TPEACTaBIECHUS  CUTHAIOB  WIH

pelieHnss Jpyrux 3axad  oOpabOTKH  JAMCKPETHBIX
CUTHAIIOB.
Hwmxe oOcyxmaeTcs 3amaya MoCTpOSHHs (CHHTE3a)

CUMMETPHYHBIX ~ 0a3MCOB Ha  OCHOBE  IOJHOM
COBOKYITHOCTH  OSKBHJWCTaHTHBIX  CEKBEHT s,
o0pa3zyomumx IpYIIIBI G, MCXOHAs

H0CJIEZI0BATENBHOCTD KOTOPBIX (CEKBEHT §; ) COBCEM HE

00s13aTeNbHO TIPEACTaBMMa B BHIAE CHMMETPUIHOU
MaTpHIBL.

Bo3MOXHBI pa3ziaMYHBIE TOAXOABI K PELICHHIO
MOCTaBJIeHHOH 3amaun. KOHCTpyKTHBHBIM crocoOom
CHHTE3a CHUMMETPHUYHBIX 0a3MCOB SBIACTCA Memoo
HanpasnenHozo nepebopa [2], cyrb KOTOPOro KpaTko
MOSCHUM Ha MpHMEepe CHHTE3a CHMMETPUYHBIX CHCTEM
(MaTpuIr) CeKBEHTHBIX (YHKIHMHA BOCBMOIO MOpS/IKa,
BBIOpaB m3 Tabm. 3 B KadecTBe HCXOJHOTO Habopa
CEKBEHT IOJIHYIO IPYTITY

Gl,l:{s07s17s107s15’s21’s24’s28’s29}' (1)

B moboM cummerpuuHOM 0asuce  (MaTrpulle)
CEKBEHTHBIX (DYHKIUI B MPOCTPAHCTBE H300paKCHUM,
obo3HauuMm ee (Mmarpumy) uepes S,, i=1,2,...,
BEPXHSSI CTPOUYKa MaTpHIBI TpeobpaszoBanus (Oaszmca)
COCTOWT W3 OJHUX HyJNIed © HE MOXeT OFITh
TepecTaBlieHa HU Ha KaKylo APYTYIO CTPOUYKY, TaK Kak
9TO NPUBOJMT K NOTEPE CUMMETPUYHOCTU MATpull S, .

B cnenyromeit (mepBoif) cTpoke MaTpHIBI S, MOXKET

HaxXOJIMWTBCS J00As W3  OCTAaBIIMXCS  Oa3HUCHBIX
¢ynkmuid.  Ilycth B kadecTBe Oa3uCHOW (QYHKITUS
IIEPBOTO MOPs/Ka BHIOPAHA CEKBEHTA §,, B PE3YJIbTATEe

Yero MOJyYNM MepBbIe ABE CTPOYKHA M JBa CTOJONA
Marpuusl  S,. BosmoxxHocTH BBIOOpPa OdepenHOM

(BTOpOI) CTPOKHM OTpaHMYEHBI YCIOBHEM COXPaHCHHS
CHUMMETPHYHOCTH MaTpuupsl §,. [t Toro uroObl 3TO

YCIIOBHE COOJIFOCTH, W3 OCTaBIIUXCS 0a3MCHBIX
¢yakmmuit (1) Hy)XHO BBIOpPaTh TONBKO Takue,
HAYaJIbHBIE OJJIEMEHTBI  KOTOPBIX  COBIAHAIOT C
HavyalbHBIMHU SJIEMEHTAMU BTOPOIA CTPOKH,
00pa30BaHHON IBYMS JIEBBIMH CTOJIOIIAMH MAaTPHIIBI

S,.

1

BbInosnHsisi  yKa3aHHBIM — CIIOCOOOM  MPOLEAYPY
CUHTE3a, mpuxoguMm (Kak © s BapuaHTa
KITACCUYECKHNX CHCTeM (QYHKIUH Youa) K TMOJTHOMY
Habopy, cocTodieMy U3 28 NepecTaHOBOK CEKBEHT §,

rpynnsl G, Kaxkzaas M3 KOTOPBIX (II€PECTaHOBOK

0a3MCHBIX (QYHKIOUI) MOPOXKAAaeT CHMMETPHYHYIO
cucreMy (0a3uc) CeKBEHTHBIX (pyHKIUIA.

BEIBOJIbI

IIpocTora anropurMa cuHTE3a Y ONIIA-TIOJOOHBIX
CUMMETPUYHBIX  CHCTeM  (0a3MCOB)  CEKBEHTHBIX
(yHKIMHA,  BBICOKHE  CKOPOCTH  CHCKTPAIBHOU
06paboTku CHTHAJIOB, obecrieunBaeMbIe
npeJiaracMbIMU Oazucamu, OTKPBIBAIOT

pa3pabaThIBaéMbIM CHCTEMaM LIMPOKYIO HEPCIEKTHBY
NPUMEHEHHSI B PA3IMYHBIX HAMpaBICHUSIX HAYKH H
TEXHUKM KakK JUid LeJled CHEeKTpalbHOrO aHalu3a
JTUCKPETHBIX CHTHANOB, TaK W KpHUNTOrpaduveckoit
3aIIUTHl HHPOPMALNH.
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Abstract—Cryptographic hash functions on the basis
of one-, two- and three-dimensional cellular automata
deploying pseudorandom permutation with the use of
various processing rules have been developed. The
proposed constructions revealed high-quality scattering
properties, strong avalanche effect and sufficient
processing rates in producing the message digests of 224,
256, 384, 512 bits.

Keywords—cryptographic  hash  function, cellular

automata, cryptographic sponge, Keccak algorithm

1. INTRODUCTION

Cellular automata (CA) are well known to be self-
organizing statistical systems, providing ample
opportunities for simulation of physical systems, image
processing, design of computer architectures and
cryptography [1]. Due to their ability to generate high-
quality pseudorandom patterns, CA have been
considered for design of block and stream ciphers,
public key cryptography, message authentication and
hash function. A number of CA rules and their
combinations with bitwise operations exhibit a desired
behavior needed in cryptographic primitives.

Cryptographic hash function is primarily used to
create a unique representation of an input message by
computing its short fixed-length digest, known as a
fingerprint of the message. To be secure, a hash
function needs to be irreversible and resistant to
collisions [2]. CA based hash functions reviewed in [3]
are claimed to be collision free and able to achieve high
processing speed, resulting from parallelism and
homogeneity of the underlying transition rules.

Recently, a large number of hash function
construction approaches have been proposed. Among
the most promising there is a Keccak algorithm,
adopted for the SHA-3 standard, that doesn’t rely on a
compression approach of its predecessors but is based
on a sponge construction, which provides
pseudorandom permutation [4].

The main purpose of the paper is to develop and
research cryptographic hash functions, based on the
sponge construction of the Keccak algorithm and
various processing rules of one- two- and three-
dimensional CA.

II. KECCAK FUNDAMENTALS

The Keccak algorithm is reported to possess many
attractive features, including its ability to run well on
different computing devices, i.e. embedded or smart,
and high performance in hardware implementation,
comparing to SHA-2 [4]. Keccak is based on the
sponge function, which is, in general, a cryptographic
hash function with a varying output.

Sponge has its inner state, which is a binary array of
the fixed length b. The array consists of two parts — 7
and c. Parameter r is called a bit rate. This very part is
combined with the equal portions of the input message
and is used to produce a resulting hash string.
Parameter c is called the capacity, c=b-r. This value is
not directly affected by input message blocks and is
responsible for security level of the hash function.
Namely, to derive the hash with defined mathematical
stability, the value of capacity must be twice as large as
the hash length. For SHA-3 with the state of 5#=1600
bits the parameters of sponge are given in Table I.

Prior to processing a message by the Keccak hash
function, the input message has to be padded to the
length, which is the multiple of 7 bits. Then, the padded
message is divided into the blocks of r-length. The
sponge construction operates in two phases: absorbing
and squeezing.

At the absorbing stage r portion of the sponge inner
state is combined with the message block of the same
length by means of XOR operation, and the whole state
array is processed by a permutation function for a fixed
number of rounds. Squeezing phase starts after all
message blocks have been absorbed and is aimed at
generation of the message digest of the desired length.

In the original Keccak algorithm the sponge state is
presented as a three-dimensional array of 5x5 64 bit
words. At heart of the described construction there is
the permutation function, which consists of five steps,
denoted by Greek letters: @ (theta), p (rtho), 7 (pi), ¥
(chi) and ¢ (iota). The named functions include bitwise
operations, and are claimed to be relatively hardware
friendly resulting in high performance of the Keccak
algorithm [2, 4].
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TABLE IL KECCAK PARAMETERS
FOR HASH OF VARIOUS LENGTH

Hash Length, | Bit Rate, Capacity, Security

Z (bits) r (bits) ¢ (bits) Level, Z/2

224 1152 448 112

256 1088 512 128

384 832 768 192

512 576 1024 256

In the research conducted we have focused on the
design of cryptographic hash functions that are based
on sponge construction, implemented in the shape of
one-, two- and three-dimensional cellular automata with
the use of specific combinations of the CA processing
rules and bitwise operations.

III. DESIGNING HASH FUNCTIONS ON THE BASIS OF CA

A CA is a collection of simple cells connected in a
regular manner. Each cell can assume the value of
binary 0 or 1. The cells evolve simultaneously in
discrete time steps according to some deterministic rule.
The next state of the cell depends on itself and on its
neighbors. Our investigations considered the following
CA processing rules:

rule 30: b’ =a @ (b ve), (1)
rule 86: b’ = (a vb) @c, ©)
rule 150: b’ =a @b @, 3)

where b is the current cell, b’ is its new value after
the rule application, a is the previous cell, ¢ is the next
cell, and @, A, v denote the bitwise XOR, AND, and
OR operations, respectively. According to [5] the rule
150 (3) is called linear, since it involves only XOR
logic. The rules (1) and (2) containing XNOR logic are
nonlinear. As recommended in [1], in order to design a
reliable hash function a combination of linear and
nonlinear CA rules is to be used. Linear rules provide
collision resistance, while nonlinear ones bring about
one-way property and nonlinearity.

A. One-dimensional CA

One-dimensional sponge state is implemented as a
1600-bit long binary array, which is a three
neighborhood CA, with extreme cells adjacent to each
other. The round permutation is performed through the
multiple use of one of the rules of 30, 86, or 150, their
joined sequential application, or a combination of the
rules with bitwise operations of cyclic shift and
negation, depending on the number of iteration [6]. It’s
noteworthy, that cell processing was implemented not
in a bit-to-bit manner, but in parallel. For this purpose
at each round two instances of the current state array
were created: one-bit cyclically shifted to the right copy
represented all previous cells, while one-bit cyclically
left-shifted one contained all next cells. This approach
enabled us to apply corresponding bitwise operations to
the obtained bit sets. Fig. 1 shows schematically
application of rule 30 (1) to the 8-bit long string.
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a  [O[I[O[I[I]0[O]T]  pm»»1
XOR

b [1fof1]1]o]o]1]0]
OR

¢ [o]1]1]o]o]1]o]1] bl

b’ - [1jo[1]o[1]1]1]0]
Concurrent application of rule 30 (1) to the entire bit string

B. Two-dimentional CA

In two-dimensional CA representation the sponge
state is arranged as an array of 25 64-bit long strings,
making 1600 bits in total. The cells are localized
according to the Moore neighborhood [5], when two
cells are considered adjacent if they have either a
common edge or a vertex. Therefore, each cell interacts
with its eight direct neighbors, denoted as parts of the
world (Fig. 2). Extreme cells are connected in tor with
their counterparts on the opposite edge (row/column) of
the array.

To ensure effective permutation, combinations of
adjacent cells were processed with different CA
transformation rules, as shown in Fig.2. The rule deals
with the entire rows concurrently, according to the
technique, described above.

C. Three-dimensional CA

The sponge state is arranged as a two-dimensional
array (5x5) of 64-bit vectors (h=5%5x64=1600 bits). As
in the constructions, described above, » and ¢ portions
were defined by the desired hash length (see Table I).
First /64 vectors were initialized with binary 1s, while
a bit corresponding to a vector’s index was inverted.
This procedure is chosen to improve scattering
properties of the developed construction. Each cell of
the proposed three-dimensional CA possesses 6
neighbors with common edges (Fig. 3), denoted as
North, South, East and West within the same plate,
while Face and Back are shown as neighboring cells of
the adjacent plates.

Rule 150:
X=NEXSS \

Rule 86: /\ Raule 86:
X=NWX)ESW [ X’=(NEVX)@SE
NW || N |\| NE
: x
] } \ Rule 30:
SW [\ S /| SE X'=WO(XVE)

\V
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Interaction rules for a cell X with its neighbors in two-dimensional
CA, where N, W, NE, NW are treated as previous cells, while S, E,
SE, SW are the next ones.

64%%
x

&

v

Nc'nh
1 il [T

1) West.

7,‘-East ]

TP / I ! [
Back Souih Face

A group of cells, participating in interaction in three-dimensional CA.
With respect to the central cell, North, West and Back are considered
as previous neighbors, and South, East and Face are the next ones.

In order to apply CA processing rules to each cell
and explain the interaction of the current cell with its
neighbors, we’ve introduced the following notations:
along X axis West is a previous cell and East is a next
one. In the direction of Y axis (as shown in Fig. 3)
North and South are previous and next cells,
respectively. And along Z axis Back is a previous
neighbor and Face is the following one.

To implement any rule of CA all previous cells and
all next cells are combined by XOR operation with each
other. Namely, rule 86 (2) is performed as follows:

b’ = (([North] xor [West] xor [Back]) OR [b]) XOR
([South] xor [East] xor [Face])

Interaction with compliance to the described rules
is carried out between the entire binary vectors, rather
than individual cells, which can significantly accelerate
the processing rate.

With regard to transformations between the cells of
the face and back within the current vector, two copies
of it are created: one bit cyclically shifted to the left,
and to the right, denoting the Back and the Face,
respectively.

A permutation function on the basis of the designed
three-dimensional CA includes a combination of CA
processing rules and binary functions, applied at each
round of absorbing and squeezing. The processing
involves two empty two-dimensional (5x5) arrays of
64-bit vectors newArrayRC and tempArray. Each 64-
bit vector of the original array (ArrayRC) is processed
with the use of rule 30, followed by 23-bit cyclic shift
to the right, and the resulting vectors are consistently
written into tempArray.

As the transformation is complete, ArrayRC is
combined with tempArray as its shifted copy through
XOR operation. Then, similarly, the basic array is
updated by XOR with its copy tempArray, obtained
through application of rule 86 with further 3-bit cyclic
shift to the left. After that the vectors of the basic array
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undergo processing by rule 150. When the manipulation
of the main array is over, the content of its first column
of 64-bit vectors is copied to the last column of the
newArrayRC, followed by one-position horizontal and
vertical shift of the vectors to the left and down,
respectively. The whole procedure is accomplished in 5
steps. On completion of the transformations, the
newArrayRC becomes a main array. Its final processing
is performed with the use of rule 86, 3-bit left cyclic
shift, XOR and rule 150 operations, in the manner
described above.
IV. RESULTS AND DISCUSSION

Computer program to implement the proposed
permutation functions has been developed. The
parameters of the inner state of cryptographic sponge
comply with those, proposed by the Keccak algorithm.
Although, the created software enables generation of
the hash strings of 224, 256, 384 and 512 bits, message
digest of any other desired length may be calculated, if
corresponding ratio between r and ¢ parameters is
preserved. In order to provide a sufficient level of
security, value of ¢ must be twice as large as the hash
length.

Scattering properties of the developed hash
functions were studied using the NIST STS technique.
The binary sequences of 10® bits were generated by the
proposed one-, two- and three-dimensional
constructions with such parameters (bits): 5=1600, hash
length Z= 512, =576, c=1024.

According to the obtained statistical data, at least 96
% of the sequences have successfully passed all the
NIST STS tests. It points out, that binary strings
generated by the constructed hash functions on the basis
of both one- and multi-dimensional CA, by their
properties approach the pseudorandom ones.

Fig. 4 and 5 shows typical statistical portraits of the
cryptographic hash functions, built on the proposed
construction of multi-dimensional CA. The generalized
results of the conducted statistical investigation are
given in Table II.

0 20 40 60 80 100 120 140 160 180

Fig. 4. Statistical portrait of the cryptographic hash function on the
basis of two-dimensional CA after 5 rounds of permutation, where N is
a number of a test, P is the portion of test sequences, which passed the
test
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Fig. 5. Statistical portrait of the cryptographic hash function on the
basis of three-dimensional CA after 2 rounds of permutation, where N
is a number of a test, P is the portion of test sequences, which passed
the test

TABLE III. GENERALIZED RESULTS
OF STATISTICAL TESTIG OF VARIOUS PERMUTATION FUNCTIONS ON
THE BASIS OF CA
Hash NIST STS testing results
algorithm
vgersion“ <0.96 0.96 0.98-0.97 | 1-0.99 Average
1. 0 2 56 130 0.9897
2. 0 2 65 121 0.9889
3. 2 6 41 139 0.99
4. 4 4 55 125 0.9883
5. 0 4 46 140 0.9907

® where 1 - one-dimensional CA, 25 rounds; 2, 3 - two-dimensional CA, 5 rounds and
10 rounds, respectively; 4, 5 — three-dimensional CA, 1 round and 2 rounds, respectively.

The performance of the cryptographic hash
functions, given in Table II, was estimated on the
computer with CPU Intel Core i5 4200U, 1.5 GHz and
RAM 4GB by processing rates of forming a 100 MB
text file of 512-bit binary hash strings, used in the NIST
STS statistical tests. As Table III shows, the highest
processing rates were achieved for two-dimensional CA
construction at 5 rounds of permutation (hash algorithm
of version 2). The second best result applies to the
functions built on one-dimensional CA that underwent
processing by the set of rules and binary operations for
at least 25 rounds (version 1).Keccak Parameters For
Hash of Various Length

Time to form a 100

Hash Number of MB Processing

algorithm text file of 512-bit

version® rounds hash strings rate (KB/s)
(seconds)

1. 25 213 4923

2. 5 136 771

3. 10 288 364.1

4. 1 408 257

S. 2 834 125.7

“ where 1 - one-dimensional CA, 25 rounds; 2, 3 - two-dimensional CA, 5 rounds and
10 rounds, respectively; 4, 5 — three-dimensional CA, 1 round and 2 rounds, respectively.

The application of the developed permutation
functions for obtaining a hash image revealed the
dependence of the scattering properties on the length of
the hash, the type of the function, and the number of
processing rounds. For all proposed hash functions,
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strong avalanche effect was observed, i.e. the digest of
the incoming message was completely updated when
changing the hash length (224, 256, 384, 512 bits) or at
the smallest changes in the message. It should be noted,
that for various hash functions the avalanche effect was
observed at different number of the processing rounds.
Namely, the one-dimensional permutation functions
based on the use of one CA transformation rule need up
to 100 rounds, while application of several rules brings
about satisfactory outcomes after 50 iterations [6]. A
full change in the resulting hash occurs for two-
dimensional hash functions starting from 5 processing
rounds, while three-dimensional constructions produce
a completely different hash string after 1 round of
permutation, without significant degrading a processing
rate.

V. CONCLUSION

Summarizing the conducted
following conclusions can be made:

investigations the

1. The permutation functions, based on one-,
two- and three-dimensional CA, with the use of
various rules of CA interactions have been
developed.

2. Joint application of both linear and nonlinear
CA processing rules together with bitwise operations
enabled us to achieve high-quality scattering
properties and provide satisfactory level of security
in the designed constructions.

3. Concurrent manipulation of the inner state’s
vectors of the cryptographic sponge ensured
reasonable processing rates, while deployment of
multi-dimensional CA significantly reduces the
number of iterations.

4. All the designed transformation functions
under investigation revealed the appearance of the
avalanche effect, considered to be a desirable
characteristic of cryptographic hash function.
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Abstract: With the market for mobile applications for
Android platform constantly growing and more security-
dependent tasks moving to mobile platforms, security of
Android applications is a major concern for developers
and users. In this paper, an overview of Android
operating system security model is given. Components of
Android application are studied, with special attention
given to mechanisms of Inter-process communication via
Intents. An overview of basic vulnerabilities of Android
applications and vulnerabilities of IPC in Android
applications is performed. Recommendations for avoiding
described vulnerabilities are given.

Keywords: Android, security,
communication, vulnerability, attack vectors.

inter-process

L INTRODUCTION

At the current moment of time, mobile devices are
extremely widely used and the numbers of mobile
device users is growing more and more. In its core, a
modern mobile device is a portable computer with
telephony capabilities. And, as is the case with regular
computers, functionality of mobile device is limited to
software installed on the device. Today mobile
applications are used for various tasks like social
media, communication and entertainment. However,
more and more security-dependent tasks, for example
banking and enterprise management, are going mobile
as well. And it is important to provide the necessary
security level to protect the system from attacks.

The purpose of the paper is to present the overview
of basic vulnerabilities in applications for Android
platform with regard to the architecture of Android
applications and the programming language used in

development, with  special attention towards
vulnerabilities  in  Inter-process = communication
mechanisms as a primary source of application

vulnerabilities. It should be noted that this paper
focuses on individual vulnerabilities of the application
under testing rather than overall testing methodology.

II. ANDROID SECURITY MODEL OVERVIEW

In order to analyze vulnerabilities in Android
applications, it is required to have the knowledge of the
security system provided by the OS. The security
system that is enforced by Android can be described as
a two-tier system.

Android, at its core, relies on one of the security
features provided by Linux kernel — running each
application as a separate process with its own set of
data structures and preventing other processes from
interfering with its execution [1, 2]. Parts of the system
are also separated into distinct identities. Linux thereby
isolates applications from each other and from the
system. This mechanism is called sandbox and it is
displayed in figure 1.

More detailed security mechanism of “permissions”
allows finer control of access of application to device
and OS features [3]. A basic Android application has no
permissions associated with it by default, meaning it
cannot do anything that would adversely affect the user
experience or any data on the device. To make use of
protected features of the device, you must include one
or more <uses-permission> tags in your app manifest.

If your app lists normal permissions in its manifest
(that is, permissions that don't pose much risk to the
user's privacy or the device's operation), the system
automatically grants those permissions.

Files, DB, Cache

UID =1234 x

Files, DB, Cache

UID =5678

com.domainl.appl com.domain2.app2

Figure 1 — Android application sandbox

If your app lists dangerous permissions in its
manifest (that is, permissions that could potentially
affect the wuser's privacy or the device's normal
operation), the system asks the user to explicitly grant
those permissions.

III. ANDROID APPLICATION STRUCTURE OVERVIEW

Android applications are developed using Java
programming and Android SDK in a majority of cases,
with the exception of games and other CPU-intensive
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apps, where Android NDK and native languages like C
and C++ are used. Considering the fact that most
Android applications are built using Java and Android
SDK, only Android SDK elements will be overviewed.

There are four main components of the Android
application: activities, BroadcastReceivers,
ContentProviders and services. They communicate
between each other using messages called Intents [4].

An Activity is an application component that
provides a screen with which users can interact in order
to do something, such as dial the phone, take a photo,
send an email, or view a map. Each activity is given a
window in which to draw its user interface.

Intents are messages through which other
application components (activities, services, and
Broadcast Receivers) are activated. They can be
thought of as messages stating which operations/actions
need to be performed. Intents can be explicit and
implicit. Explicit intents specify the component to start
by name (the fully-qualified class name). Explicit intent
are usually used to start a component in the same app,
because the class name of the activity or service that is
intended to start, is known. Implicit intents do not name
a specific component, but instead declare a general
action to perform, which allows a component from
another app to handle it.

A service is an application component that can
perform long-running operations in the background for
an application. It does not have a Ul component to it,
but it executes tasks in the background. Other
applications can be running in the front while services
will be active behind the curtain even after the user
switches to a different application component or
application.

Content providers provide applications with a
means to share persistent data. A content provider can
be thought of as a repository of data, and different
applications can define content providers to access it.
Providers and provider clients enable a standard
interface to share data in a secure and efficient manner.
When an application wants to access data in a content
provider, it does so through ContentResolver.

Component can be declared exported (public) in
order to be accessible to other applications. This can be
done by setting the EXPORTED flag in the manifest or
by including at least one IntentFilter. After being
declared exported, component can be launched via an
implicit Intent that confines to an IntentFilter, or via an
explicit Intent, which bypasses IntentFilters entirely.
This mechanism of launching exported components
enables many attack surfaces for basing attack on.

IV. ANDROID APPLICATION BASIC ATTACK SURFACES

Considering the platform and the language used in
development of the application for Android platform,
vulnerabilities of Android applications can be divided
into following:
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[1] general vulnerabilities of mobile and web
applications;

[2] vulnerabilities
platform.

General vulnerabilities are vulnerabilities that do
not feature Android specific application elements as an
attack vector. Vulnerabilities in this category are quite
common in mobile and web applications and are based
on application architecture flaws or development bad
habits. The list of these vulnerabilities consists of, but
not limited to:

specific to the Android

[3] using raw user input as query parameters;

[4] weak or no cryptography on sensitive user
data;

[5] insecure data storage;

[6] poor authentication and authorization controls;

[7] security decisions vie untrusted inputs;

[8] logging sensitive user information.

One of the more common mobile vulnerabilities,
insecure data storage vulnerability is a result of storing
sensitive user information in an insecure storage like a
database on the device. Insecure data storage
vulnerabilities occur when development teams assume
that users or malware will not have access to a mobile
device's  filesystem and subsequent  sensitive
information in data-stores on the device, which is
usually never the case. Filesystems are easily accessible
for malicious users. It is possible to extract the data
from the filesystem using special tools. Insecure data
storage can result in data loss for one or more users.
Common valuable pieces of data seen stored include
usernames, authentication tokens, passwords, cookies,
personal information like date of birth, address, credit
card data and application data like logs and
configuration files.

According to OWASP, in order to prevent insecure
data storage vulnerabilities, it is recommended to avoid
storing data on the device unless necessary [5]. When it
is impossible to avoid storing sensitive data on the
device, the following actions are advised for Android
platform:

[91 force encryption on local file storages with
setStorageEncryption;

[10] use manual encryption for data on SD card;

[11] ensure any shared preferences properties are
not MODE WORLD READABLE unless explicitly
required for information sharing between app;

[12] avoid hardcoding encryption or decryption
keys when storing sensitive information.

Another common class of vulnerabilities, security
vulnerabilities via untrusted inputs exist when
application has no validation of inputs in secure method
realizations. Developers can assume that only high-
level user can call specific secure method and, because
of it, do not validate status of the caller. This allows
attacker to gain access to secure functionality or even
gain higher-level permissions.

In order to avoid these vulnerabilities, it is advised
to follow the rules:
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[13] if IPC is required, only white-listed
applications should have access to the API and
mechanisms;

[14] all input parameters, that are received from
IPC entry points, like Intents and broadcasts, should
undergo thorough validation, especially their origin;

[15] if possible, passing of sensitive data using IPC
should be avoided.

Android specific vulnerabilities are vulnerabilities
that feature Android specific elements and OS features
as attack vector. The majority of these vulnerabilities
are located in IPC mechanisms of the system [6].
Attacks that target vulnerabilities in IPC using
mechanism of Intents are:

[16] Intent interception;

[17] Intent spoofing.

Intent interception involves a malicious app
receiving an intent that was not intended for it. This can
cause a leak of sensitive information, but more
importantly, it can result in the malicious component
being activated instead of the legitimate component.
The attacks are:

[18] Broadcast Theft;

[19] Activity hijacking;

[20] Service hijacking.

Broadcast Theft is an attack that targets
vulnerability that is present when an application uses
implicit Intent to send data. Any component is able to
intercept an implicit Intent so, if a malicious component
is able to intercept the intent, then it can access the data.
An attacker could perform a denial-of-service attack on
the Ordered Broadcasts, since an Intent can only be
spread on them if the first component receiving the
Intent to uses it for output. Additionally, it could be
used to perform Man-in-the-Middle attacks with its
subsequent data injection on the spread Intents.

By taking advantage of Activity hijacking
vulnerability, a malicious Activity is launched instead
of the expected one, so the user will be in a wrong
application without being aware. This happens when
the change of an Activity depends on an implicit Intent.
The attacker registers a more accurate Intent Filter and
controls it. The presence of this vulnerability allows
executing phishing attacks, as well as leaks of the
information handled by the user in the involved
Activity. Additionally, this vulnerability allows the
attacker modifying the data, putting at risk its integrity.

Service hijacking is a vulnerability similar to
Activity hijacking with only difference being that it
targets services instead of activities. This vulnerability
is more persistent, however, due to the fact that it is
transparent to the user because the services do not
include graphic interface for it.

For intent spoofing, a typical scenario is that the
vulnerable application has a component which only
expects to receive intents from other components of the
same application. However, if the component is
exported, and it becomes exported when declaring
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intent filter, then any application can send intents to it.
Moreover, they do not have to be implicit intents, and if
they are explicit then they do not even have to match
the intent filter.

These vulnerabilities share the cause — mechanism of
implicit Intents and their inherent lack of security. It is
advised to avoid using implicit Intents for IPC and instead
use explicit Intents when possible, because explicit Intents
always target specific component and cannot be intercepted
by malicious component. When use of implicit Intents is
required, parameters of the intent, especially its origin,
should be validated.

Vulnerabilities, described above, can be avoided if
developers of the application are aware of both the
vulnerabilities, and rules and guidelines to develop
secure applications. Security specialists offer guidelines
to secure coding for wvarious platforms and
programming languages. For example, CERT
(Computer Emergency Response Team) offers “The
CERT Oracle Secure Coding Standard for Java” that
covers the rules for developing secure Java
applications. Most of these rules apply to Android
platform as well. CERT also offers a set of rules for
Android specifically. Another set of guidelines is
provided by developers of Android and is featured in
the official developers guide to Android [7]

Conclusion

As a result of the Android security model and IPC
mechanisms overview, basic IPC vulnerabilities of Android
applications are described. It is shown, that mechanism of
implicit Intents is the source of the most of IPC
vulnerabilities, which is connected to the inherent lack of
security of the mechanism. Considering this, it is advised to
minimize usage of implicit Intents for IPC. When it is
impossible to avoid using implicit Intents, source of them
should be validated.
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Anomauin — OO0rpynToBano 3aCTOCYBAHHS
AKTHBHOI0 MeETOAY 3aXHCTy MOBHOI iHdopmamii, sikmii
NPU3BOJUTH /10 3MCHIICHHS CHiBBIIHOIICHHSA CUTHAJ/LIYM
HA MeKi KOHTPOJILOBAHOI 30HH HLIAXOM HNPHAYIICHHS
KOPHCHOI0 CHUTHAJTY. Hageneni pe3yJbTaTH
€KCIePHMEHTAIBLHUX AocaigKeHb NPUAYLHIEHHS
aKycTH4HOI iHgopmauii misxom renepauii nporugazHoro
akycTHyHoro curnaiay. IlpoananizoBaHi mpuyuHH
30y/1sKeHHsI CHCTeMH aKTHBHOIO MPHAYLIEHHS] CHTHAJIY Ta
3aMpoONMOHOBAHI IUIAXM WiABHIIEeHHS edeKkTUBHOCTI iX
(ynknionyBanns.

Kniouosi cnosa: memoou akmugnozo 3axucmy moeHoi
inghopmauii, 3axucm axycmuunoi ingpopmauii, akycmuuni
Kananu eumoxy ingpopmauyii.

Abstract —Application of the method of active
protection of speech information that leads to a decrease
in signal / noise ratio at the border areas controlled by
suppressing signal that contains confidential information.
The results of experimental studies of suppression of
acoustic information by generating an antipodal acoustic
signal are presented. The causes of excitation of the
system of active suppression of the signal are analyzed and
ways of increasing the efficiency of their operation are
proposed.

Keywords:  methods of active protection of speech,
protection of acoustic information, acoustic channels of
information leakage
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iHpopMalii crpourye npouec CTaTHCTHYHOIO aHalli3y

MacHBiB  ICHYIOUMX  TEXHIYHUX, TEXHOJIOTIYHHUX,
YIPaBIIHCBKUX Ta iH. pimeHb. OIHAK, TeHepyBaHHI
HOBUX ifiel, 4Ki  CTOCyIOThCS  pedhopMyBaHHS

COLIIaIbHOTO, €KOHOMIYHOT'O Ta MOJITHYHOTO YKHUTTS
JIep>KaBU TOB’sI3aHE i3 TBOPUYOIO POOOTOIO JIFOJCHKOTO
IHTEJNIeKTY 1110, SK [pPaBWIO, TMPOSBISETHCA Y
HECTaHJApTHUX, NapaJOKCAIBHUX [ifX Ta BUYMHKAX
YJICHIB CYCTIJIbCTBA, SIK1 HE MIIATar0Th
«oun(poByBaHHIO» Ta HependavyaoTb IMEePEeBAKHO
BepOanpHUN nUIAX oOMiHY iH(opMmariero.  Takum
YMHOM JIIOJICbKa MOBa 3aJMIIAETHCA OJHUM 3
HaWBaXIMBIIIMX UULIXiB 1H(opMauiiiHol B3aemonii,
BiJINIOBiTHO 30epiraeTbcs HEOOXIMHICTh Y 3a0e3neueHH1
KOH(IACHIIITHOCTI MOBHOTO 0O0MiHY iH(pOpMaIliErd Y
BHIIICHOMY MPUMITIeH] qn BU3HAYEHIN
KOHTpPOJILOBaHiH 30Hi.

VY6e3mnedeHHS BiI MOKIMBOTO BHTOKY iH(pOpMarii 3
00MEKEHUM JIOCTYIIOM, siKa 3reHepoBaHa BepOabHO Ta
MIOMINPIOETECA Yy BHUAUICHOMY IIPOCTOpPI Y BHIUIAL

AKyCTHYHUX CHUTHAJIIB JIOCSITAETHCS HIISIXOM
3aIPOBaPKCHHIM Bi/INIOBITHOTO KOMILIEKCY
TEXHIYHOTO  3axucry  iHpopmamii, B  sSKOMY

BHKOPHCTOBYIOTh aKTHBHI 1 MACHBHI METOAU 3aXHUCTY
[1, 2]. Jo macuBHHX METOMIB 3aXUCTY BiTHOCATH TaKi,
IO CTBOPIOIOTh MEPEIIKOIU MOUIMPEHHIO aKyCTHYHHUX
KOJIUBaHb BiJIOBITHIMHU KaHaJaMU BUTOKY iH(OpMaIrii
(3ByKOI30IIAIIISA aKyCTUIHUMHU eKpaHaMHu Ta
3BYKOTIOTJIMHAIbHUMHU MaTtepiaiamMu). AKTHBHI METOU
3axHCTy MOBHOI iH(popMaIlii 3aCTOCOBYIOTh y BHUIIAJIKY,
SIKIO BHKOPHUCTAHHS MACHBHHUX 3ac00iB 3aXUCTy HE
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3a0e3neuyroTh HEOOXiTHMX HOPM MO 3BYKOI30JIALI{
BHIUICHUX JJI LHPKYJALii aKyCTUYHHX CHUTHAJIB
MPUMILICHB.

OcHOBHa ijes TIOKJIaJeHa B OCHOBY poOOOTH
aKTMBHUX METOJIB 3aXHCTy MOBHOI iH(opmarii
MOJISITa€ B TOMY, 10O MEBHUMH 3aC00aMHU TOCSTHYTH
3MEHILICHHS CIIBBIJHOIIEHHS CHTHAI/IIYM Ha MeEXi
KOHTPOJIFOBAHOI 30HHU 32 PaXyHOK IiABHIICHHS PiBHS
mymy (Tmepemkoan), MmO 3abe3medye MacKyBaHHS
iHGOPMATHBHOTO CHTHAIy a00 3HIDKEHHS HOTro
po30ipmuBOCTI 10 pIiBHA, SAKAH  YHEMOXKIHBIIOE
HEKOHTPOJIbOBAHUI AOCTYII 10 MOBHOT iH(popMalIii.

HemomikoM akTHBHHAX METOJIB 3aXHCTY iH(popMarii
peaii3oBaHMX ~ Ha  3a3Ha4eHUX  [PUHOMOAX €
HEOOXIJHICTh  CTBOPIOBATH  MIABHIICHUN  piBEHBb
IIyMOBO1 3aBajid, IO SIBJISE COOOI0 JAEMAacKylouui
(dakTop, KU BUSABIAETHCS 3aCO0aMH PO3BIAKH, Ta€
MOJKJIUBICTh BCTaHOBUTH KOH(}Irypario
KOHTPOJILOBAaHOI 30HH, 3pOOMTH BHCHOBKH IIOJO
KoH(ineHiiHOCTI mommuproBaHoi B Hil iHdopmauii,
CIIyTYBaTH CHUTHAJIOM JJIs aKTHBAaIii IHIIMX 3aco0iB
HEKOHTPOJILOBAHOTO JIOCTYNy J0 iHdopmaii, sKi
BiJICTeXKYIOTh HE aKyCTUYHI KaHAIIA BUTOKY.

EdexruBHO npoTunisiTi BUTOKY MOBHOI iH(opmanii

AaKyCTHYHMMH  KaHaJaMH MOXHAa 338  PaxyHOK
ocinabnenHss (B imeaji IMOBHOTO  NPUIYIICHHSN)
IHTEHCUBHOCTI aKyCTHYHOTO TIOJNIA 3TE€HEPOBAaHOTO

JDKEPEJIOM KOPHCHOTO MOBHOTO CHTHATY Ha MEXi
KOHTPOJILOBAHOT 30HM 0€3 3MEHIIEHHS pPIBHS I1HIINX
CKIQJI0OBHX CYMapHOTO AaKyCTHYHOTO CHTHAly, IO
TCHEPYETbC B 00’€Mi BHIUICHOTO MNPHUMIIICHHS, a
TaKOX IIIYMiB.

ABTOpaMH pO3BHBAETHCS HANPSIMOK JIOCIIJDKEHHS
Ta poO3pOoOKH METOJIB 1 3ac00iB aKTUBHOTO 3aXHCTY
aKyCTUYHOI iHpopMarii HIIIXOM reHepartii
mpoTu(da3HOro CUrHaTy HEoOXigHOi IHTEHCHBHOCTI Ta
CHPSIMOBAHOCTI 3 METOI0 IPHUIYIIEHHS MOBHOTO
CHUTHAy 3a paxyHOK iHTepdepeHmii Ha BHIUICHIN
MIOBEPXHI YN MEXI KOHTPOJIbOBaHOI 30HH.

III. OCHOBU METOAY AKTUBHOT'O ITPU/YILIEHHS
MOBHOI'O CUT'HAJTY

[MpuHOMT TpHUIYyIIEHHS aKyCTUYHOTO CHTHAy 3a
JIOTIOMOTOI0  I0JIaTKOBOTO  TPOTH(})A3HOTO CHTHAILY
OTpHMaB MOUIMPEHHS K METO]] 3MEHILICHHS IIyMY KUK
BiUyBa€ JIIONMHA B 3alIyMJICHOMY CEPEIOBHIII.
[Mepmmii maTeHT Ha Takui TpHCTpii OyB BHIAHUH
BuHaxigauKy [lomy Jlrory (Paul Lueg) B CLHA B 1934
poui [2]. B mateHTi omMcaHWN METOJ MPHUIYIICHHS
CHHYCOiJQJIPHUX CHTHAJIB Ta [OBUIBHHUX 3BYKiB B
MIPOCTOP1 HABKOJIO TYYHOMOBIIS IIISIXOM iHBEPTYBaHHS
MOJISIPHOCTI. B momanemomMy onvcaHuii METOM IIHPOKO
3aCTOCYBaBCS ISl BHTOTOBIICHHSA  HAaKJIaJHHUX
HaBYLIHMUKIB U1 POOOTH MEPCOHATYy B 3allyMJICHHX
npuMimernnsx [3]. [pukmagm cydacHOi peamizarmii
3a3HaYeHOTO METOIy HaBeneHi B [4, 5]. B [6] ommcana
pobOTa aKTMBHOI CHCTEMM NPHUAYLNICHHS MIyMy IS
BIKOH, sIKa NPU3HA4YCHA JUIs 3MCHIICHHS PIBHS LIyMY,
0 TIPOHMKAE 330BHI B KOHTPOIIOEMO 30HY (KIMHATY).
[Mpuctpiéi cknagaeTbess 3 MIKpO(pOHY Ta 'yYHOMOBL,
SKAH  TIPUTHUCKAETBCA O  BIKOHHOTO  CKma i
BUKOPHCTOBYE HOr0 B SIKOCTI pe30HATOpa 1 37aTHHH,
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3aJeXHO BiA 3a4aHoi MporpaMu NpHUIyHIyBaTtd abo
BUOpaHi 3ByKM abo0 3arajbHUl LIYMOBHH BYJIWYHUIA
CHTHAJ.

AHaJOTIYHUH NPUHLIMI TPOIIOHYETHCS MOKIACTH B
OCHOBY AaKTHBHOI CHCTEMH TIPHIYIIEHHS MOBHOTO
CHTHAJy Ha MEXi KOHTPOJbOBAHOI 30HU JUISl MPOTUAI]
BUTOKY KOH(}imeHMiitHOT iHpOpMamii aKyCTHIHHMH
KaHaJIaMH.

II. EKCHEPUMEHTAJIBHE JIOCJIJDKEHHSA  METOIY
MMPOTUDA3HOI'O ITPUAYIIEHHSA MOBHOI'O CUTHAJTY

Ha pwuc.1 HaBeneHO (QYHKIIOHANBEHY CXEMY
eKCIIEPUMEHTAJIbHOI  YCTAaHOBKH I JOCTIIKCHHS
MPUAYIIEHHST BiOpaUilfHUX KOJNMBaHb aKyCTHYHOTO
eKpaHy Ha MeXi KOHTPOJIbOBAHOI 30HH.

PI/ICyHOK 1- CDyHKI_IiOHa.TII)Ha CcXeéMa CUCTCMH aKTHUBHOT'O
NPUAYLHICHHS MOBHOT'O CUT'HAJTy HA Mexi KOHTpOJILOBaHOT 30HA

HocninHa ycTaHOBKAa CKJIQNAETBCS 3 JUKEpena
aKycTH4yHOi iH(popmanii 1, peanizoBaHOrO Ha OCHOBI
TeHepaTopa CHHYCOINAJIbHUX KOJIMBAHb 3BYKOBOTO
Jiarma3oHy Ta IJACHIIOBaYa HABAaHTAKEHOIo Ha
TY4HOMOBEIb, CKJITHOTO aKyCTHYHOTO €KpaHy 2, Ta
CHCTEMH aKyCTHYHOTO TMpPUAYIIEHHS 3, 30ymoBaHOl i3
MikpodoHa, PEryJIbOBaHOTO micuIIoBayda
HaBaHTa)KEHOTO Ha JIOJATKOBHH T'ydYHOMOBELb, SKUI
3aKpiIUIEHNIl HA aKyCTHYHOMY €KpaHi Ta BOJBTMETpa.
Ixepeno  akyctmyHoi iH(popMmalmii Ta  cucreMa
AKTHBHOTO TNPHUIYIICHHS 3HAXOITHCS B 130JbOBaHUX
MPUMIMICHHAX, MDK SKAMHU ICHY€ KaHAJI IOIIUPEHHS
3BYKOBUX KOJIMBAaHb 4epes3 AaKyCTHYHAM EKpaH.
I'yuHOMOBII BBIMKHEHI NPOTU(A3HO.

B pesynbTati mpoBeieHHS €KCIIEPUMEHTY OTPHUMAIo
MIITBEP/KEHHs SBUILE 3HWKCHHS PIBHS aKyCTHYHHX
KOJIUBaHb, 10 MPOHUKAIOTH 33 KOHTPOJIEOBAaHY 30HY,
OOMEXEHY aKyCTUUYHHMH eKpaHaMH uepe3 KaHalH
BUTOKY aKyCTHYHOI iH(popMamii Tpu 3acTOCyBaHHI
CHCTEMH AaKTUBHOTO NPUAYLICHHS, peali3oBaHOi Ha
MPUHONMNAX  CKIAfaHHS  HpPOTHU(A3HUX  CUTHAJIIB.
BennunHa 3HMKEHHS CHTHaly 3a  aKyCTHYHUM
eKpaHoM, IO (IKCYeThCSI MIKPOQOHOM 3aJEKUTHh Bif
PIBHS HiJICUJICHHS B KOJII 3BOPOTHOTO 3B’SI3Ky CHCTEMH
MpUAymIeHHs 1 jgocsrae 3HadeHHs -31b. Cmpoba
30UIBIINTH TIJCWICHHS B KOJI CHCTEMH HPHIYLICHHS
TIPU3BOIIIH 10 30y KESHHS.

[IpoBeneHHs 10JAaTKOBUX €KCIICPUMEHTIB BHSBUIIH,
o0 JaHa CXEMHa peaji3allisi CHCTeMH AaKTHBHOTO
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aKyCTHYHOTO TPUAYIICHHS 30YIDKYETbCS HaBiTh Yy
BUIIAJIKy BiJICYTHOCTI CHTHAalTy KOPHCHOI iHQopmarrii
BiJ JoKepena 1 Ha yacToTax, 3aJIe)KHUX BiJ BifcTaHi L
(puc. 1) Mik aKyCTUIHUM €KpaHOM Ta MiKpO(GOHOM.

Amnani3 moOyJJ0BM CHCTEMH aKTHBHOTO NMPHUIYIICHHS
3a CXEMOIO HaBe/ICHOIO Ha pUC. | JO3BOJIMB BCTAHOBUTH
NPUYMHY BUHUKHEHHS MapasuTHOi rerepaii. Tak koo
MIKpO(OH — MiJCUITIOBAY — T'YYHOMOBEIb — aKyCTHYHUI
eKpaH — MIKpO(OH SBISIE COOOI0 TETII0 3BOPOTHOTO
3B’s13Ky. Ha uacrorax, IUis SIKHX BHKOHYEThCS YMOBA,
TpH SKil Ha BifcTaHi L BKIamaeThes HemapHa KiJIbKiCTh
HariBIepioiB NeTIsi 3BOPOTHOrO 3B’S3KYy HEraTHBHA,
30yIKCHHSI HE BUHHKAE. SIKIIO IF0 YMOBY BHKOHATH Ha
HepIriid rapMOHiI[i, aBTOMAaTHYHO BOHA BHUKOHAETHCS 1
Ha BCiX HEMapHUX rapMOHIKaX CUTHAITy, OJHAK, Ha BCIX
BUILMX MApHHUX T'apMOHIKaxX Ha BijgcTaHi L BkiamaeTsbes
TapHa KUTBKICTB IO MPHU3BeAe A0 30YIKCHHS.

TakuM 4MHOM, y CHCTEMi aKTHBHOTO aKyCTUYHOI'O
MPUAYOICHHS MOBHOI iH(opMarii peamizoBaHHX 3a
CXEMOI0 HaBEJCHOI0 Ha puc. 1, U SKUX KOPHCHHM
CUTHAJI HE MOHOXPOMHHH, a CKIIQJa€ThCs i3 0araTbox
CKJIQJIOBUX, TPU JOCTaTHHOMY IMiJCHJIEHHI B KOJi
3BOPOTHOTO 3B’5I3KY 3aBXKIM BUHHUKHE 30y KSHHS.

Jlyiss BUHECCHHSI 4YacTOT MApa3sMTHOI TeHeparli 3a

MeXi [iama3oHy MOBHOTO CHTHaly HEOOXigHO
3MCHIIIYBaTH BiAcTaHb L Mk MikpodoHOM Ta
AKYCTHYHUM EKpaHoM, abo 3aCTOCYBAaTH

BIOpOENEKTPUYHNT TIEPETBOPIOBAY 3aKpIIJICHUH Ha
caMoMy €KpaHi.

[Mapa3uTHy reHepalilo MOXHA BHKOPHCTATH SIK
JIOZIATKOBE JDKEpENo IIyMOBOi 3aBajd B Jliama3oHi
MOBHOTO CHTHAIY.

BucHOBKU

Meton  mpumymieHHS ~ MOBHOTO — CHTHAIYy Yy
BUAUICHOMY 00’€Mi JI03BOJIIE BUAAJHTH i3 3arajibHOTO
aKyCTHYHOTO  CHTHaJy  CHTHAQJ, IO  MICTUTH
KOH(]imeHIIHY iHpOpMaIito 6e3 3MiHM IHTEHCHBHOCTI
[IYMOBOTO CUTHAY.

CucrteMa 3MCHIIICHHS CITIBBITHOIICHHS CUTHAI/TIIYM
y BuIiteHoMy o00’emi (Ha BHAUICHIN ITOBEpXHI)
aKyCTHYHMX KaHaliB BHUTOKY iH(opMamii Iusixom
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NPUAYIICHHS MOBHOT'O CHUTHAQJly Ma€ IiepeBary Haj
CHCTeMaMH AaKTHBHOTO 3aXHCTy MOBHOI iHpopmarlii,
peayi3oBaHMX 3a IPUHOWIOM TeHepalii IIyMOBOI
3aBag B IIepHIy 4epry uepe3  BiACYTHICTh
JeMacKylo4nX O3HAK IIiJ] yac CBOET poboTH.
Bukopucranus 3aIpPONIOHOBAHOTO METony
NPUAYIIEHHS MOBHOTO CHTHaJly B KOMIUIEKCI
TEXHIYHOTO 3axHCcTy iH(opMalii 103BONIUTh 3MEHIIUTH

BIpOTINHICT BHUTOKY iHpopMamii 3 0OMEKEeHUM
JOCTYIIOM Yepe3 aKyCTH4YHI KaHajlkd Ha  Mexi
KOHTPOJILOBAHOI 30HH.

Cucremam AKTHBHOTO NPUAYLIICHHS 3

IHTETPOBAHOKO INETJICI0 3BOPOTHOTO 3B’SI3KY BIIACTHUBE
30ymkeHHs. YacToTH, Ha SIKMX BiOYyBa€eThCs NapasuTHa
reHepaliss MOJKHa BHKOPHUCTATH B SIKOCTI JOJaTKOBOI
LIYMOBOI 3aBaJu.
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